Continuous Integration/Continuous Delivery
with DigiCert Software Trust Manager

Modern code signing for CI/CD processes

Traditional code signing is where organizations buy a code signing certifcate from a Certifcate Authority (CA) and take responsibility for creating the keypair
and Certifcate Signing Request (CSR) locally in their environment. Thus, they are responsible for protecting the private key within their organization.

Modern code signing moves away from generating keypairs locally, but instead stores private keys in a central secure location and then manages access to
users who are authorized to sign on behalf of the organization.

With traditional code signing, software development teams have to choose between security and productivity. Code is signed quickly, locally, with keys that are
shared or kept on desktops or other unprotected devices. These keys are vulnerable to theft or misuse and can be used to sign code and propagate malware

seemingly from their organization.

Modern code signing secures signing keys and removes the burden of key protection from developers. Modern code signing can also be integrated seamlessly
into developers’ CI/CD process so that they can continue to maintain high level of productivity while exercising code signing best practices.

Software Trust Manager drives code signing expediency and e¥ciency
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