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1. INTRODUCTION
11 OVERVIEW

it 0 T 0
principles and practices related to i certification and time-stamping services. This CPS applies to all
i -stamping services, excluding participants in
§ services, which are not cross-certified or publicly trusted. This CPS only addresses the

actions of DigiCert and not those of third parties operating with cross certificates issued by DigiCert. Specific
requirements regarding those Certificates are set forth in the individual agreements with the appropriate

i G

This CPS describes the practices used to comply with the current versions of the following policies,
guidelines, and requirements:

Name of Policy/Guideline/


http://www.digicert.com/legal-repository/
https://helpx.adobe.com/content/dam/help/en/acrob%20at/kb/approved-trust-list2/_jcr_content/main-%20pars/download-section/download-%201/aatl_technical_requirements_v2.0.pdf
https://helpx.adobe.com/content/dam/help/en/acrob%20at/kb/approved-trust-list2/_jcr_content/main-%20pars/download-section/download-%201/aatl_technical_requirements_v2.0.pdf
https://helpx.adobe.com/content/dam/help/en/acrob%20at/kb/approved-trust-list2/_jcr_content/main-%20pars/download-section/download-%201/aatl_technical_requirements_v2.0.pdf
https://helpx.adobe.com/content/dam/help/en/acrob%20at/kb/approved-trust-list2/_jcr_content/main-%20pars/download-section/download-%201/aatl_technical_requirements_v2.0.pdf
https://cabforum.org/baseline-requirements-%20document/
https://cabforum/
http://www.mozilla.org/en-
http://www.apple.com/certificateauthority/ca_prog
http://www.chromium.org/Home/chromium-

If any inconsistency exists between this CPS and the normative provisions of the foregoing policies,
guidelines, and i 0 then the Applicable Requirements take

precedence over this CPS.

This CPS is only one of several documents that control i certification services.









The OID arc
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Subscribers are not always the party identified in a Certificate, such as when Certificates are issued to an
i employees. The Subject of a Certificate is the party named in the Certificate. A Subscriber, as
used herein, may refer to the Subject of the Certificate and the entity that contracted with DigiCert for the
3 6 i san
Applicant.

CAs are technically also subscribers of certificates within the DigiCert Public PKI, either as the primary
Certificate Authority issuing a self- signed Certificate to itself, or as an Issuer CA issued a Certificate by a
superior CA. References to i and It { in this CPS, however, apply only to end-user
Subscribers.

134. Relying Parties
Relying Parties are entities that act in reliance on a Certificate and/or digital signature issued by DigiCert.
Relying parties must check the appropriate CRL or OCSP response prior to relying on information featured in

a

12



This CPS covers several different types of end entity Certificates/tokens with varying levels of assurance. The

following table provides a brief description of the appropriate uses of each. The descriptions are for guidance
only and are not binding.

| Certificate | Appropriate Use |
DV SSL/TLS Server Used to secure online communication where the risks and consequences
Certificates of data compromise are low, including non-monetary transactions or

13



14.2. Prohibited Certificate Uses

Certificates do not guarantee that the Subject is trustworthy, honest, reputable in its business dealings, safe to
do business with, or compliant with any laws. A Certificate only establishes that the information in the
Certificate was verified in accordance with this CPS when the Certificate issued. Code signing Certificates do
not indicate that the signed code is safe to install or free from malware, bugs, or vulnerabilities.

Certificates shall be used only to the extent the use is consistent with applicable law, and

14
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mailto:support@digicert.com
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For anyone listed in section 4.9.2 of this CPS and the CAB Forum Baseline Requirements that
needs assistance with revocation or an investigative report, DigiCert provides this page for
reporting and submitting requests with all of the necessary information as outlined in section
4.9: https://problemreport.digicert.com/

If the problem reporting page is unavailable, there isa

15


mailto:revoke@digicert.com

“EV Guidelines” is defined in section 1.1.
“Key Pair” means a Private Key and associated Public Key.

“OCSP Responder” means an online software application operated under the authority of DigiCertand
connected to its repository for processing certificate status requests.

“Private Keyt means the key of a Key Pair that is kept secret by the holder of the Key Pair, and that is used to
create digital signatures and/or to decrypt electronic records or files that were encrypted with the
corresponding Public Key.

“Public Keyt: means the key of a Key Pair that may be publicly disclosed by the holder of the corresponding
Private Key and that is used by a Relying Party to verify digital signatures created with the holder's
corresponding Private Key and/or to encrypt messages so that they can be decrypted only with the
holder's corresponding Private Key.

“Relying Party” means an entity that relies upon either the information contained within a Certificate or a
time-stamp token.

“Relying Party Agreement” means an agreement which must be read and accepted by the Relying Party
prior to validating, relying on or using a Certificate or accessing or using i Repository. The Relying
Party Agreement is available for reference through a DigiCert online repository.

“Subscriber” means either the entity

16






TST
TTL

Time-Stamp Token
Time To Live
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2. PUBLICATION AND REPOSITORY RESPONSIBILITIES

2.1 REPOSITORIES
DigiCert makes its root Certificates, revocation data for issued digital Certificates, CPs, CPSs, Relying

19
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3. IDENTIFICATION AND AUTHENTICATION
3.1  NAMING

311 Typeof Names
For TLS and s/MIME Certificates are issued with a non-null subject Distinguished Name (DN) that complies

20



316. Recognition, Authentication, and Role of Trademarks

For publicly-trusted TLS/SSL and EV SSL Certificates, DigiCert implements a process that prevents
Certificates from including a name, DBA, tradename, trademark, address, location, or other text that refers to
a specific natural person or Legal Entity unless DigiCert has verified this information in accordance with

the following:

Publicly-trusted OV/DV TLS/SSL:
e CABForum Baseline Requirements; and
e Section 3.2 of the CP and this CPS.

Publicly-

21



response using
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16.

17.

18.

19.

20.

for each authorized Domain Name, performed in
accordance with BR section 3.2.2.4.15;

; FQDN by
calling the DNS TXT Record Phone i phone number
and obtaining a confirming response to validate the
authorized Domain Name. Each phone call can confirm
control of multiple authorized Domain Names provided
that the same DNS TXT Record Phone Contact phone
number is listed for each authorized Domain Name being
verified and they provide a confirming response for each
authorized Domain Name, performed in accordance with
BR section 3.2.2.4.16;

Confirming the Applicant's control over the FQDN by calling

3
confirming response to validate the ADN. Each phone call can
confirm control of multiple ADNs provided that the same DNS
CAA Phone Contact phone number is listed for each ADN
being verified and they provide a confirming response for
each ADN, performed in accordance with BR section
322417,

Confirming the Applicant's control over the FQDN by
verifying that the Request Token or Random Value is
contained in the contents of afile (such as a Request Token,
Random Value that does not appear in the request used to
retrieve the file and receipt of a successful HTTP 2xx status
code response from the request) performed in accordance
with BR section 3.2.2.4.18; and

Confirming the Applicant's control over a FQDN by
validating domain control of the FQDN using the ACME
HTTP Challenge method defined in section 8.3 of RFC 8555,
performed in accordance with BR section 3.2.2.4.19 and
section 8.3 of RFC 8555 as prescribed.

(BR section 3.2.2.4.20) is not used by Digicert to validate
domains.

23



IVand OV SSL/TLS Server,
Object Signing, and Device
Certificates

(excluding device
Certificates issued under
the Grid-only arc)

Device Certificates issued
under the Grid-only arc

DigiCert validates i right to use or control the Domain
Name(s) and the country code that will be listed in the Certificate
using the DV SSL/TLS Server Certificate validation procedures above.

DigiCert also verifies the identity and address of the Applicant using
the procedures found in section 3.2.2.1 or section 3.2.3 of the Baseline
Requirements.

DigiCert verifies any DBA included in a Certificate using a third party
or government source, attestation letter, or reliable form of
identification in accordance with section 3.2.2 of the Baseline
Requirements.

An RA or Trusted Agent validates the i information in
accordance with an RPS (or similar document) applicable to
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https://github.com/digicert/reports/tree/master/validation-sources.

Name

3.2.2.2 Wildcard Domain Validation

Before issuing a certificate with a wildcard character (*) in a CN or subjectAltName of type DNS-ID,
DigiCert follows a documented procedure that determines if the wildcard character occurs in the first label
position ] - i ] GT 66006 @kl 6 da

section 8.2 for further explanation).

If a wildcard would fall within the label immediately to the left of a registry-controlled /1 or public suffix,
DigiCert refuses issuance unless the applicant proves its rightful control of the entire Domain Namespace.
(eq D06 6 @ Didié ] 006 ¢ @to Example Co.).

For EV Certificates, DigiCert may include a Wildcard Domain Name in the Subject Alternative Name
extension and Subject 0 @ -most Domain Label of the
FQDN portion of the Wildcard Domain Name and the inclusion of the Wildcard Domain Name complies
with section 3.2.2.6 of the CAB Forum Baseline Requirements. In all other cases, DigiCert will not include a
Wildcard Domain Name in the Subject Alternative Name extension or Subject Common Name field of an
EV Certificate.

3.2.2.3 Verification of Country
For publicly-trusted TLS, if the Applicant requests a Certificate that will contain Subject Identity
Information comprised only of the countryName field, then DigiCert or the RA verifies the country

26



323. Authentication of Individual Identity
Ifa Certificate will contain the identity of an individual, then DigiCert or an RA validates the identity of the
individual using the following procedures:

Certificate
IV (Individual
Validated)
SSL/TLS Server
Certificates and
Object Signing Certificates
(issued to an individual)

Validation |

1. a. DigiCertor the RA obtains and reviews a legible copy, which
discernibly shows the i face, ofatleast one currently
valid government- T i i i
military ID, national ID, or equivalent document type).
DigiCert or the RA inspects the copy for any indication of
alteration or falsification.

b. For Object Signing Certificates, a validation specialist also
engages inavideoconference call with the Applicant, who must
present their photo ID and sign a Declaration of Identity,
witnessed by the validation specialist, which is recorded as
evidence.

2. DigiCert may additionally cross- ]
and address for consistency with available third-party data
sources.

3. If further assurance is required, then the Applicant must
provide an additional form of identification, such as recent
utility bills, financial account statements, credit card, an
additional ID credential, or equivalent document type.

4. DigiCert or the RA confirms that the Applicant is able to receive
communication by telephone, postal mail/courier, or fax.

procedures described above, then the Applicant must submita
Declaration of Identity that is witnessed and signed by a
Registration Authority, Trusted Agent, notary, lawyer,

accountant, postal carrier, or any entity certified b366.67 315.41 Tm
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Level 2 Client Certificates The CA or an RA confirms that the following are consistent with the

(email certificate) and application and sufficient to identify a unique individual:
IGTF Classic/MICS @) the name on the government-issued photo-ID
Certificates referenced below;

(b) date of birth; and

(©) current address or personal telephone number.

1. In-person appearance before a person performing identity
proofing for a Registration Authority or a Trusted Agent (or entity

29



Level 3 Client Certificates

In-person proofing4before an RA, Trusted Agent, or an entity
certified by a state, federal, or national entity that is authorized to
confirm identitiess. The information must be collected and stored ina
secure manner. Required identification consists of one unexpired
Federal/National Government-issued Picture I.D. (e.g. a passport), a
REAL ID, or two unexpired Non-Federal Government I.D.s, one of
which must be a photo 1.D. Acceptable forms of government ID
include a driver's license, state-issued photo ID card, passport,
national identity card, permanent resident card, trusted traveler card,
tribal ID, military ID, or similar photo identification document. See
e.g. USCIS Form [-9.

The person performing identity proofing examines the credentials
and determines whether they are authentic and unexpired and checks
the provided information (name, date of birth, and current address)
to ensure legitimacy.

DigiCert also employs the in-person antecedent process to meet this
in-person identity proofing requirement. Under this definition,
historical in-person identity proofing is sufficient if (1) it meets the
thoroughness and rigor of in-person proofing described above, (2)
supporting ID proofing artifacts exist to substantiate the antecedent
relationship, and (3) mechanisms are in place that bind the individual
to the asserted identity.

In one use case, the Applicant (e.g. an employee) has been
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3232 Authentication of Devices with Human Sponsors
DigiCertissues Level 1,2, 3
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4. CERTIFICATE LIFE-CYCLE OPERATIONAL REQUIREMENTS
4.1 CERTIFICATE APPLICATION

411 Who Can Submit a Certificate Application
Either the Applicant or an individual authorized to request Certificates on behalf of the Applicant may submit
certificate requests. Applicants are responsible for any data that the Applicant or an agent of the Applicant
supplies to DigiCert.
EV Certificate requests must be submitted by an authorized Certificate Requester and approved by a
Certificate Approver. The certificate request must be accompanied by a signed (in writing or electronically)
Subscriber Agreement from a Contract Signer.

DigiCertdoes not issue Certificates to entities on a government denied list maintained

35



Effective 2021-10
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rejected Certificate and is not obligated to disclose the reasons for a rejection. Rejected Applicants may
re-apply.

Subscribers are required to check the i contents for accuracy prior to using the certificate.

423. Time to Process Certificate Applications
u B 3
within a reasonable time frame. Issuance time frames are greatly dependent on when the Applicant provides
the details and documentation necessary to complete validation. For non-EV SSL/TLS Server Certificates,
DigiCert will usually complete the validation process and issue or reject a certificate application within two
working days after receiving all of the necessary details and documentation from the Applicant, although
events outside of the control of DigiCert can delay the issuance process.

43.  CERTIFICATE ISSUANCE

431. CA Actions during Certificate Issuance
DigiCert confirms the source of a certificate request before issuance. For TLS certificates, DigiCert does not
issue end entity Certificates directly from its root Certificates. DigiCert logs those SSL/TLS Server Certificates
intended to be trusted in Chrome in two or more Certificate Transparency databases. See RFC 6962.
Certificate issuance by the Root CA requires an individual authorized by DigiCert (i.e. the CA system operator,
system officer, or PKI administrator) to deliberately issue a direct command in order for the Root CA to
perform a certificate signing operation. Databases and CA processes occurring during certificate issuance are
protected
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464. Notification of New Certificate Issuance to
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47.7. Notification of Certificate Issuance by the CAto OtherEntities
RAs may receive notification of a i rekey if the RA was

40



3 Private
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6. For Adobe Signing Certificates, Adobe has requested revocation; or

7. Forcode signing Certificates, the Certificate was used to sign, publish, or distribute malware, code
that is downloaded without user consent, or other harmful content.

DigiCert always revokes a Certificate if the binding between the subject and the i Public Key in the
certificate is no longer valid or if an associated Private Key is compromised.

DigiCert will revoke a Subordinate CA Certificate within seven (7) days after receiving and confirming one
or more of the following occurred:

1. The Subordinate CA requests revocation in writing;

2. The Subordinate CA notifies DigiCert that the original Certificate request was not authorized and
does not retroactively grant authorization;

3 §
the Certificate suffered a key compromise or no longer complies with the requirements of sections
6.1.5and 6.1.6 of the CAB forum baseline requirements or any section of the Mozilla Root Store
policy;

4. DigiCertobtains evidence that the CA Certificate was misused and/or used

42
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3. Ifthe request is authenticated as originating from the Subscriber or an authorized party, DigiCert
revokes the Certificate based on the timeframes listed in 4.9.1 as listed for the reason for
revocation.

4. For requests from third parties, DigiCert personnel begin investigating the request within 24 hours
after receipt and decide whether revocation is appropriate based on the following criteria:

a. the nature of the alleged problem,

b. the number of reports received about a particular Certificate or website,

c. theidentity of the complainants (for example, complaints from a law enforcement official
that a web site is engaged in illegal activities have more weight than a complaint from a
consumer alleging they never received the goods they ordered), and

d. relevant legislation.

5. If DigiCert determines that revocation is appropriate, DigiCert personnel revoke the Certificate and
update the Certificate Status.

If DigiCert deems appropriate, DigiCert may forward the revocation reports to law enforcement.

DigiCert maintains a continuous 24/7 ability to internally respond to any high priority revocation requests
and certificate problem reports on the following website: https://www.digicert.com/certificate-
revocation.htm and other resources as indicated in section 1.5.2 of this CPS.

494. Revocation Request Grace Period
Subscribers are required to request revocation within one day after detecting the loss or compromise of the
Private Key. DigiCert may grant and extend revocation grace periods on a case-by-case basis. DigiCert
reports the suspected compromise of its CA Private Key and requests revocation to both the policy authority
and operating authority of the superior issuing CA within one hour of discovery.

495. Timewithinwhich CA Must Process the RevocationRequest
DigiCert will revoke a CA Certificate within one hour after receiving clear instructions from the DCPA.

Within 24 hours after receiving a Certificate problem report or a revocation request, DigiCert investigates the

facts and circumstances involved with the report and will provide a preliminary report on its findings to both
the Subscriber.96 Tfe29.96 5972i] TIETQq0.00000912 0 612 792 reW* nBT/F1 9.96 Tf1 0 0 1 1.sotit(c)-4(r)4(i)-10(b)5(e)-5(r)
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49.7. CRL Issuance Frequency
For publicly-trusted TLS Subscriber certificates:

DigiCert updates and reissues CRLs at least once every seven days, and the value of the nextUpdate field is

44



For Publicly Trusted SSL
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outlined as revocation in the FBCA CP. For all other Certificate types, not applicable.

46



4.11. ENDOF SUBSCRIPTION

A i subscription service ends if its Certificate expires or is revoked or if the applicable
Subscriber Agreement expires without renewal.

412. KEY ESCROW AND RECOVERY

4121. KeyEscrow and Recovery Policy andPractices

DigiCert never escrows CA Private Keys under this CPS,

DigiCert may escrow Subscriber key management keys to provide key recovery services. If done, DigiCert
encrypts and protects escrowed Private Keys using the same or a higher level of security as used to generate
and deliver the Private Key. Enterprise customers utilizing key escrow software provided by DigiCert may

i 6

DigiCert or Issuer CAs allow Subscribers and other authorized entities to recover escrowed (decryption)
Private Keys. DigiCert and Issuer CAs use trusted personnel vetted per section 5.3 of the CP and this CPS
during key recovery to prevent unauthorized access to § ¢ DigiCert
accepts key recovery requests:

From the Subscriber or i organization, if the Subscriber has lost or damaged the private-

key token;

Fromthe § organization, if the Subscriber is not available or is no longer part of the

organization that contracted with DigiCert for Private Key escrow;

From an authorized investigator or auditor, if the Private Key is part of a required investigation or

audit;

From a requester authorized by

47



5. FACILITY, MANAGEMENT, AND OPERATIONAL CONTROLS
5.1.  PHYSICAL CONTROLS

511. Site Location and Construction
DigiCert performs its CA and TSA operations from secure data centers. The data centers are equipped with
;i -trusted
personnel. DigiCert operates under a security policy designed to detect, deter, and prevent unauthorized
access to DigiCert's operations.

512 Physical Access

5121 Data Centers
Systems providing online certificate issuance (e.g. Issuer CAs) are located in secure data centers. DigiCert
protects such online equipment (including certificate status servers and CMS equipment) from unauthorized
access and implements physical controls to reduce the risk of equipment tampering. Access to the data
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To the extent one of the requirements imposed by this section cannot be met due to a prohibition or
limitation in local law, the investigating entity shall utilize a substitute investigative technique permitted by
law that provides substantially similar information, including but not limited to obtaining a background check
performed by the applicable governmental agency.

The highest education degree obtained is verified regardless of the date awarded. Based upon the
information obtained during the background check, the human resources department makes an
adjudication decision, with the assistance of legal counsel when necessary, as to whether the individual
is suitable for the position to which they will be assigned. Background checks are refreshed and re-
adjudication occurs at least every five years.

These procedures are subject to any limitations on background checks imposed by local law. To the extent
one of the requirements imposed by this section cannot be met by DigiCert due to a prohibition or limitation
inlocal law, DigiCert utilizes a substitute investigative technique permitted by law that provides substantially
similar information, including but not limited to obtaining a background check performed by the applicable
governmental agency.

533. Training Requirements
DigiCert provides relevant skills training in i PKland TSA operations for the personnel performing
information verification duties including:
basic Public Key Infrastructure (PKI) knowledge;
software versions used by DigiCert;
authentication and verification policies and procedures;
DigiCert security principles and mechanisms;
disaster recovery and business continuity procedures;
common threats to the validation process, including phishing and other social engineering
tactics; and
7. CAB forum guidelines and other applicable industry and government guidelines.

Ok wWNE

DigiCert maintains records of who received training. Registration Officers must have the minimum skills
necessary to satisfactorily perform validation duties before being granted validation privileges. All
Registration Officers are required to pass an internal examination on the EV Guidelines and the Baseline
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54. AUDIT LOGGING PROCEDURES

541. Types of Events Recorded
3 6 actions are
logged to establish the accountability of the operators who initiate such actions.

DigiCert enables all essential event auditing capabilities of its CA and TSA applications in order to record the
b 3 i
manual procedures to satisfy the requirements.

For each event, DigiCert records the relevant (i) date and time, (ii) type of event, (iii) success or failure, and
(iv) user or system that caused the event or initiated the action. DigiCert records the precise time of any
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conditions, including any evidence of malicious activity, and (3) (if necessary) prepares a written summary
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DigiCert also routinely Assesses the sufficiency of the policies, procedures, information systems, technology,
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after the later occurrence of:
1. the destruction of the CA Private Key; or
2. the revocation or expiration of the final CA Certificate in that set of Certificates that
have an X.509v3 "basicConstraints™ extension with the 'cA’ field set to true and which
share a common Public Key corresponding to the CA Private Key;

2. Subscriber Certificate lifecycle management event records (as set forth in section 5.4.1
after the expiration of the Subscriber Certificate;

3. All security event records (as set forth in [section 5.4.1 after the event occurred,;

4, All archived records and documentation related to the security of Certificate Systems,

Certificate Management Systems, Root CA Systems and Delegated Third Party Systems
(as set forth in section 5.5.1); and
5. All archived records and documentation relating to the verification, issuance, and
revocation of certificate requests and Certificates after the later occurrence of;
1. such records and documentation were last relied upon in the verification, issuance, or
revocation of certificate requests and Certificates; or

2. the expiration of the Subscriber Certificates relying upon such records and
documentation.

DigiCert, or the RA supporting issuance, archives data for other certificate types for at least 7 years
or according to their respective requirements and as contractually agreed upon.

5.5.3 Protection of Archive
Archive records are stored at a secure location and are maintained in a manner that prevents unauthorized
modification, substitution, or destruction. Archives are not released except as allowed by the DCPA or as
required by law. DigiCert maintains any software application required to process the archive data until
the data is either destroyed or transferred to a newer medium.

If DigiCert needs to transfer any media to a different archive site or equipment, DigiCert will maintain both
archived locations and/or pieces of equipment until the transfer are complete. All transfers to new
archives will occur in a secure manner.

5.5.4 Archive Backup Procedures
On at least an annual basis, DigiCert creates an archive of the data listed in section 5.5.1. Each archive is

stored separately and available for integrity verification at a later date. DigiCert stores the archive ina secure
location for the duration of the set retention period.

555
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5.6 KEY CHANGEOVER

Key changeover procedures enable the smooth transition from expiring CA Certificates to new CA Certificates.
Towards the end of a CA Private Keyis lifetime, DigiCert ceases using the expiring CA Private Key to sign
Certificates and uses the old Private Key only to sign CRLs and OCSP responder Certificates. A new CA signing
Key Pair is commissioned and all subsequently issued Certificates and CRLs are signed with the new private
signing key. Both the old and the new Key Pairs may be concurrently active. This key changeover process
helps minimize any adverse effects from CA certificate expiration. The corresponding new CA Public Key
Certificate is provided to subscribers and relying parties through the delivery methods detailed in section
6.1.4. Where DigiCert has cross-certified another CA that is in the process of a key rollover, DigiCert obtains a
new CA Public Key (PKCS#10) or new CA Certificate from the other CA and distributes a new CA cross
Certificate following the procedures described above.

5.7 COMPROMISE AND DISASTER RECOVERY

5.7.1 Incident and Compromise Handling Procedures

DigiCert maintains internal procedures to guide personnel in response to security incidents, natural disasters,
and similar events that may give rise to system compromise. These include, but are not limited to the
following internally maintained documents:

e Incident Response Plan,

e Disaster Recovery Plan,

e Business Continuity Plan (DR/BCP); and

e Other internal documented process and procedure resources

DigiCert specifies in these internal procedures how it will notify and reasonably protect Application Software
Suppliers, Subscribers, and Relying Parties in the event of a disaster, security compromise, or business failure.

DigiCert reviews, tests, and updates its incident response plans and procedures on at least an annual basis.

5.7.2 Computing Resources, Software, and/or Data Are Corrupted
DigiCert makes regular system backups weekly basis and maintains backup copies of its CA Private Keys,
which are stored in a secure, separate location. If DigiCert discovers that any of its computing resources,
software, or data operations have been compromised, DigiCert assesses the threats and risks that the
compromise presents to the integrity or security of its operations or those of affected parties. If DigiCert
determines that a continued operation could pose a significant risk to Relying Parties or Subscribers, DigiCert
suspends such operation until it determines that the risk is mitigated.
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5.7.4 Business Continuity Capabilities after a Disaster
To maintain the integrity of its services, DigiCert implements data backup and recovery procedures as part
of its Business Continuity Management Plan (BCMP). Stated goals of the
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6. TECHNICAL SECURITY CONTROLS
6.1. KEY PAIR GENERATION AND INSTALLATION

6.11. Key Pair Generation

All keys must be generated using a FIPS-approved method or equivalent international standard.

DigiCert's CA Key Pairs are generated by multiple trusted individuals acting in trusted roles and using a
cryptographic hardware device as part of scripted key generation ceremony in the environments described
in section 5.1 and logged in accordance with section 5.4. The cryptographic hardware is evaluated to FIPS
140-2 Level 3 or higher. Activation of the hardware requires the use of two-factor authentication tokens.

DigiCert creates auditable evidence during the key generation process to prove that the CPS was followed
and role separation was enforced during the key generation process. DigiCert requires that an external
auditor witness the generation of or review a recording of any CA keys to be used as publicly trusted root
Certificates or to sign EV Certificates. For other CA key pair generation ceremonies, an Internal Auditor,
external auditor, or independent third party attends the ceremony, or an external auditor examines the
signed and documented record of the key generation ceremony, as allowed by applicable policy.

Subscribers must generate their keys in a manner that is appropriate for the certificate type. DigiCert never
creates key pairs for publicly trusted SSL/TLS Server Certificates and will not accept a certificate request
using a Key Pair previously generated by DigiCert. Certificates issued at Level 3 Hardware or at Level 4
Biometric must be generated on validated hardware cryptographic modules using a FIPS-approved method.
For publicly-trusted TLS Certificates, DigiCert rejects a certificate request if the requested Public Key does
not meet the requirements set forth in sections 6.1.5 and 6.1.6 of CAB Forum Baseline Requirements,

H
through the provisions of section 4.9.1.1 of the CAB Forum Baseline Requirements, if it has a known weak
Private Key that is easily computed (such as a Debian weak key, see http://wiki.debian.org/SSLkeys).

DigiCert will not generate the key pair on behalf of the Subscriber if the Subscriber Certificate request has
an extendedKeyUsage extension containing either the values id-kp-serverAuth [RFC5280] or
anyExtendedKeyUsage [RFC5280].

For Adobe Signing Certificates, Subscribers must generate their Key Pairs in a medium that prevents
exportation or duplication and that meets or exceeds FIPS 140-2 Level 3 certification standards.

6.1.2. Private Key Delivery to Subscriber
If DigiCert, a CMS, or an RA generates a key for a Subscriber, then it must deliver the Private Key securely to
the Subscriber. Keys may be delivered electronically (such as through secure email or stored in a cloud-based
system) or on a hardware cryptographic module. In all cases:
1. Exceptwhere escrow/backup services are authorized and permitted, the key generator must not
i d
2. Thekey generator must p0 958(03(u)13(e)6((c)-4t)] TIETQq0.00000912 0 612 792 reW* nBT/F1 9.96 Tf1 00 1 45238
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6.1.3. Public Key Delivery to Certificate Issuer

Not Applicable.

6.14. CAPublicKey Delivery to Relying Parties
DigiCert's Public Keys are provided to Relying Parties as specified in a certificate validation or path
discovery policy file, as trust anchors in commercial browsers and operating system root store, and/or as
roots signed by other CAs. All accreditation authorities supporting DigiCert Certificates and all application

]

DigiCert may also distribute Public Keys that are part of an updated signature Key Pair as a self-signed
Certificate, as a new CA Certificate, or in a key roll-over Certificate. Relying Parties may obtain DigiCe
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Adobe Signing

FIPS 140-2 Level 2

FIPS140-2 Level 2

(Hardware) (Hardware)
. FIPS 140-2 Level 1
Rudimentary N/A (Hardware or Software)
FIPS140-2 Level 1
Level 1 - Rudimentary N/A (Hardware or Software)

Level 2 -Basic

FIPS140-2 Level 1
(Hardware or Software)
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Backups of CA Private Keys are securely stored off-site and require two-person access. Re-activation of a
backed-up CA Private Key (unwrapping) requires the same security and multi-person control as when
performing other sensitive CA Private Key operations.

6.23. Private Key Escrow
DigiCert does not escrow its CA signature keys. DigiCert may provide escrow services in order to
provide key recovery as described in section 4.12.1.

6.24. Private Key Backup
DigiCert's CA Private Keys are generated and operated
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6.29. Method of Deactivating Private Keys
i Private Keys are deactivated via
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End Entity / Client for all other purposes No Stipulation 123 months
(non-IGTF certs)
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from unauthorized access, which can be demonstrated by compliance with audit criteria applicable under
section5.4.1.

RAs must logically separate access to these systems and this information from other components. This separation
prevents access except through defined processes. RAs must use firewalls to protect the network from internal and
external intrusion and limit the nature and source of activities that may access such systems and information. RAs
must require the use of passwords with a minimum character length and a combination of alphanumeric and
special characters.

i CA systems are configured to:

authenticate the identity of users before permitting access to the systemor applications;
manage the privileges of users and limit users to their assigned roles;

generate and archive audit records for all transactions;

enforce domain integrity boundaries for security critical processes; and

support recovery from key or system failure.

All Certificate Status Servers:
authenticate the identity of users before permitting access to the system or applications,
manage privileges to limit

akrown e
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6.6.3. Life Cycle Security Controls
No stipulation.

6.7. NETWORK SECURITY CONTROLS
DigiCert and RA functions are performed using networks secured in accordance with the standards
documented in the DigiCert CP to prevent unauthorized access, tampering, and denial-
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7. CERTIFICATE, CRL, AND OCSP PROFILES

DigiCert uses the ITU X.509, version 3 standard to construct digital Certificates for use within the DigiCert
PKI. DigiCert adds certain certificate extensions to the basic certificate structure for the purposes intended
by X.509v3 as per Amendment 1 to ISO/IEC 9594-8, 1995.

DigiCert meets the technical requirements set
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sha384WithRSAENcryption

[iso(1) member-body(2) us(840) rsadsi(113549) pkecs(1) pkes-1(1)
12]

shab12WithRSAEncryption

[iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkes-1(1)
sha512WithRSAENncryption(13]

ecdsa-with-SHA256°

[iso(1) member-body(2) us(840) ansi-X9-62 (10045)
signatures(4) ecdsa-with-SHA2 (3) 2 ]

ecdsa-with-SHA38410

[iso(1) member-body(2) us(840) ansi-X9-62 (10045) signatures(4)
ecdsa-with-SHA2(3) 3]

DigiCert does not currently sign Certificates using RSA with PSS padding. SSL/TLS Server
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7.18. Policy Qualifiers Syntax and Semantics
DigiCertincludes brief statements in Certificates abou
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» the certificate subscriber has requested that their certificate be revoked for
this reason; or

DigiCert revoked the certificate due to domain authorization or compliance
issues other than those related to keyCompromise or privilegeWithdrawn.

Otherwise, the superseded CRLReason must not be used.

7.2.1 Version number(s)
DigiCert issues version 2 CRLs that may contain the following fields per
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COMPLIANCE AUDIT AND OTHER ASSESSMENTS
The practices in this CPS are designed to meet or exceed the requirements of generally accepted
industry standards, including the latest versions of the WebTrust Programs for Certification

Authorities as required by the Mozilla Root Store policy and other programs listed in section 1.1
and 1.6.3.

FREQUENCY AND CIRCUMSTANCES OF ASSESSMENT
DigiCert receives an annual period in time audit by an independent external auditor to assess

DigiCert's compliance with this CPS, referenced requirements, any applicable CPs, and the
WebTrust for CA programs criteria.

8.2  IDENTITY/QUALIFICATIONS OF ASSESSOR

WebTrustauditors must meet the requirements of section 8.2 of the CAB Forum Baseline Requirements
and section 3.1 of the Mozilla Root Store policy where applicable.

8.3  ASSESSOR'S RELATIONSHIP TO ASSESSED ENTITY

i WebTrust / Federal PKI auditor does not have a financial interest, business relationship,
or course of dealing that could foreseeably create a significant bias for or against DigiCert.

84  TOPICSCOVERED BY ASSESSMENT

The audit covers DigiCert's business practices disclosure, the integrity of DigiCert's PKI operations,
and i 6

DigiCert is compliant with the CP, this CPS, and any MOA between it and any other PKI.

DigiCert undergoes an audit in accordance with one of the following schemes:

10 for CAsv2.2.2 or ZANDDYE for CAs SSL
Baseline with Network Security v2.6 i

2. ETSIEN 319411-1v1.2.2, which includes normative references to ETSI
EN 319 401 (the latest version of the referenced ETSI documents should be
applied).

Whichever scheme is chosen, it incorporates periodic monitoring and/or3-8€017386017
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87 SELF-AUDITS
On at least a quarterly basis, DigiCert performs regular internal audits against a randomly selected sample of
at least three percent of its SSL/TLS Server Certificates and EV Code Signing Certificates issued since the last
internal audit. Self-audits on server and code signing Certificates are performed in accordance with
Guidelines adopted by the CA B forum. Audits of other certificate types will be at the discretion of DigiCert to
gain reasonable assurance of compliance to applicable root program requirements.
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For EV Certificates, DigiCert represents to Subscribers, Subjects, Application Software Vendors that distribute
i root Certificates, and Relying Parties that use a DigiCert Certificate while the Certificate is valid that
DigiCert followed the EV Guidelines when verifying information and issuing EV Certificates.

This representation is limited solely to § compliance with the EV Guidelines (e.g., DigiCert may rely

3 3
accordance with the Guidelines).

Subscriber Agreements may include additional representations and warranties that do not contradict or
supersede this CPS.

96.2. RARepresentations and Warranties
RAs represent that;
1. The 7§ certificate issuance and management services conform to the DigiCert CP and this CPS,
2. Information provided by the RA does not contain any false or misleading information,
3.
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964. Relying Party Representations and Warranties
Each Relying Party represents that, prior to relying on a DigiCert Certificate, it:
1. Obtained sufficient knowledge on the use of digital Certificates and PKI,
2. Studied the applicable limitations on the usage of Certificates and agrees to i
liability related to the use of Certificates,
3. Has read, understands, and agrees to the DigiCert Relying Party Agreement and this CPS,
4. Verified both the DigiCert Certificate and the Certificates in the certificate chain using the relevant
CRL or OCSP,
5. Will not use a DigiCert Certificate if the Certificate has expired or beenrevoked and
6. Willtake all reasonable steps to minimize the risk associated with relying on a digital signature,
including only relying on a DigiCert Certificate after considering:
a) applicable law and the legal requirements for identification of a party, protection of the
confidentiality or privacy of information, and enforceability of the transaction;
b) the intended use of the Certificate as listed in the certificate or this CPS,
c) the data listed in the Certificate,
d) the economic value of the transaction or communication,
e) the potential loss or damage that would be caused by an erroneous identification or a loss of
confidentiality or privacy of information in the application, transaction, or communication,
f)  the Relying i previous course of dealing with the Subscriber,
g) theRelying § understanding of trade, including experience with computer-based
methods of trade, and
h) any other indicia of reliability or unreliability pertaining to the Subscriber and/or the
application, communication, or transaction.

Any unauthorized reliance on a Certificate is at 3 own risk.
Relying Party Agreements may include additional representations and warranties.

965. Representations and Warranties of Other Participants
No stipulation.

97. DISCLAIM8/F19.96 Tf1 00 1 213.41 538.66 TmO0 g0 G[ )]TETQQ.00ET1BT/F19.10
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4. Liability related to the security, usability, or integrity of products not supplied by DigiCert, including
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9.10. TERMAND TERMINATION

9101. Term
This CPS and any amendments to the CPS are
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proceedings related to the CPS or any DigiCert product or service.

9.15. COMPLIANCE WITH APPLICABLE LAW

This CPS is subject to all applicable laws and regulations, including United States restrictions on the export of
software and cryptography products. Subject to section 2t ¢ 3 Notice and Consent to Use Private Information
contained in Certificates, DigiCert meets the requirements of the European data protection laws and has
established appropriate technical and organization measures against unauthorized or unlawful processing of
personal data and against the loss, damage, or destruction of personal data.

9.16. MISCELLANEOUS PROVISIONS

9.16.1. Entire Agreement
DigiCert contractually obligates each RA to comply with this CPS and applicable industry guidelines. DigiCert
also requires each party using its products and services to enter into an agreement that delineates the terms
associated with the product or service. If an agreement has provisions that differ from this CPS, then the
agreement with that party controls, but solely with respect to that party. Third parties may not rely on or
bring action to enforce such agreement.

9.16.2. Assignment
Any entities operating under this CPS may not assign their rights or obligations without the prior written
consent of DigiCert. Unless specified otherwise in a contact with a party, DigiCert does not provide notice of
assignment.

9.16.3. Severability
If any provision of this CPS is held invalid or unenforceable by a competent court or tribunal, the remainder of
the CPS will remain valid and enforceable. Each provision of this CPS that provides for a limitation of liability,
disclaimer of a warranty, or an exclusion of damages is severable and independent of any other provision.

9.164. Enforcement (attorneys' fees and waiver of rights)
DigiCert may seek indemnification and attorneys' fees from a party for damages, losses, and expenses related
- ; ; ;
enforce the same provision later or right to enforce any other provision of this CPS. To be effective, waivers
must be in writing and signed by DigiCert.

9.165. Force Majeure
DigiCertis not liable for any delay or failure to perform an obligation under this CPS to the extent that the

] 6
3 6

To the extent permitted by applicable law, Subscriber Agreements and Relying Party Agreements shall
include a force majeure clause protecting DigiCert.

9.17. OTHER PROVISIONS
No stipulation.
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APPENDIX A: SAMPLE OPINION LETTER
[Date]

To: DigiCert, Inc.

2801 N. Thanksgiving Way
Suite 500

Lehi, UT 84043

Email: support@digicert.com
Fax: 801-705-0481

Re: Digital Certificate for [Exact company name of client — see footnote 1]iiClienti0

This firm represents Client, who asked that |, as its [accountant, lawyer, solicitors, barrister, advocate,
etc.], attest to the following information solely as related
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on Client's digital certificate application and have provided this letter solely for the benefit of DigiCert in
connection with Client's application for a digital certificate. No other person or entity may rely on this letter
without my express written consent. This letter shall not be quoted in whole or in part, used, published or
otherwise referred to or relied uponin
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