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If any inconsistency exists between this CPS and the normative provisions of the foregoing policies, 
guidelines, and requirements (“Applicable Requirements”), then the Applicable Requirements take 
precedence over this CPS.
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22-May-2020 Several small editorial changes made throughout the document. 5.2 

27-March-2020 Added modifications to include the Level 3 NIST LOA 
certificates in accordance with NIST 800-63-3. Added new 
validation methods introduced with CABF B.R. 1.6.8 and 
deprecated one method. Added modifications to table 6.3.2. 
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The OID 

http://www.digicert.com/
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Subscribers are not always the party identified in a Certificate, such as when Certificates are issued to an 
organization’s employees. The Subject of a Certificate is the party named in the Certificate. A Subscriber, as 
used herein, may refer to the Subject of the Certificate and the entity that contracted with DigiCert for the 
Certificate’s issuance. Prior to verification of identity and issuance of a Certificate, a Subscriber is an 
Applicant. 

 
CAs are technically also subscribers of certificates within the DigiCert Public PKI, either as the primary 
Certificate Authority issuing a self- signed Certificate to itself, or as an Issuer CA issued a Certificate by a 
superior CA. References to “end entities” and “subscribers” in this CPS, however, apply only to end-user 
Subscribers. 

1.3.4. Relying Parties 
Relying Parties are entities that act in reliance on a Certificate and/or digital signature issued by DigiCert. 
Relying parties must check the appropriate CRL or OCSP response prior to relying on information featured in 

a Certificate. The location of the CRL distribution point is detailed within the Certificate. A Relying party 
may, or may not also be a Subscriber of the DigiCert Public PKI hierarchy. 
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This CPS covers several different types of end entity Certificates/tokens with varying levels of assurance. The 
following table provides a brief description of the appropriate uses of each. The descriptions are for guidance 
only and are not binding. 
 

Certificate Appropriate Use 

DV SSL/TLS Server 
Certificates 

Used to secure online communication where the risks and consequences 
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1.5. POLICY ADMINISTRATION 

1.5.1. Organization 

mailto:support@digicert.com
http://www.digicert.com/
mailto:support@digicert.com
mailto:revoke@digicert.com
mailto:revoke@digicert.com
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DCPA determines whether an amendment to this CPS is consistent with the CP, requires notice, or an OID 
change. See also section 9.10 and section 9.12 below. 

 

1.6. DEFINITIONS AND ACRONYMS 

1.6.1. Definitions 

“Applicant” means an entity applying for a Certificate. 

“Application Software Vendor” means a software developer whose software displays or uses DigiCert 
Certificates and distributes DigiCert’s root Certificates. 

 
“CAB Forum” is defined in section 1.1. 

 
“Certificate” means an electronic document that uses a digital signature to bind a Public Key and an identity. 

 
“Certificate Approver” is defined in the EV Guidelines. 

“Certificate Requester” is defined in the EV Guidelines. 

“Contract Signer” is defined in the EV Guidelines. 

“Direct Address” means an email address conforming to the Applicability Statement for Secure Health 
Transport. 

 
“Direct Address Certificate” means a Certificate containing an entire Direct Address. 

 
“Direct Organizational Certificate” means a Certificate containing only the domain name portion of a Direct 
Address. 

 
“Domain Name” is as defined in the Baseline Requirements. 

 
“EV Guidelines” is defined in section 1.1. 

 
“Key Pair” means a Private Key and associated Public Key. 

 
“OCSP Responder” means an online software application operated under the authority of 



16 
 

 
“Subscriber Agreement” means an agreement that governs the issuance and use of a Certificate that the 
Applicant must read and accept before receiving a Certificate. 

 
“WebTrust” means the current version of CPA Canada’s WebTrust Program for Certification Authorities. 

 
“WHOIS” Information retrieved directly from the Domain Name Registrar or registry operator via the 
protocol, the Registry Data Access Protocol, or an HTTPS website. 
 

1.6.2. Acronyms 
AATL Adobe Approved Trust List 
CA Certificate Authority or Certification Authority 
CAA Certification Authority Authorization 
CAB ”CA/Browser” as in “CAB Forum” 
CMS Card Management System 
CP Certificate Policy 
CPS Certification Practice Statement 
CRL Certificate Revocation List 
CSR Certificate Signing Request 
CT Certificate Transparency 
DBA Doing Business As (also known as "Trading As") 
DCPA DigiCert Policy Authority 
DNS Domain Name Service 
DV Domain Validated 
ETSI European Telecommunications Standards Institute 
EU European Union 
EV Extended Validation 
FIPS (US Government) Federal Information Proce00004m

insgPSt15(P)6(n)]4dards
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SAN Subject Alternative Name 
SHA Secure Hashing Algorithm 
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2. PUBLICATION AND REPOSITORY RESPONSIBILITIES 

2.1. REPOSITORIES 
DigiCert makes its root Certificates, revocation data for issued digital Certificates, CPs, CPSs, Relying Party 

http://www.digicert.com/legal-repository/
http://www.digicert.com/
mailto:admin@digicert.com
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3. 
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DV SSL/TLS Server Certificates DigiCert validates the Applicant’s right to use or control each 
domain name that will be listed in the Subject Alternative 
Name field of a Certificate by using at least one of the 
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for each authorized Domain Name, performed in 
accordance with BR section 3.2.2.4.15; 

16. Confirming the Applicant’s control over the FQDN by 
calling the DNS TXT Record Phone Contact’s phone number 
and obtaining a confirming response to validate the 
authorized Domain Name. Each phone call can confirm 
control of multiple authorized Domain Names provided 
that the same DNS TXT Record Phone Contact phone 
number is listed for each authorized Domain Name being 
verified and they provide a confirming response for each 
authorized Domain Name, performed in accordance with 
BR section 3.2.2.4.16; 

17. Confirming the Applicant's control over the FQDN by calling 
the DNS CAA Phone Contact’s phone number and obtain a 
confirming response to validate the ADN. Each phone call can 
confirm control of multiple ADNs provided that the same DNS 
CAA Phone Contact phone number is listed for each ADN 
being verified and they provide a confirming response for 
each ADN, performed in accordance with BR section 
3.2.2.4.17; 

18. Confirming the Applicant's control over the FQDN by 
verifying that the Request Token or Random Value is 
contained in the contents of a file (such as a Request Token, 
Random Value that does not appear in the request used to 
retrieve the file and receipt of a successful HTTP 2xx status 
code response from the request) performed in accordance 
with BR section 3.2.2.4.18; and 

19. Confirming the Applicant's control over a FQDN by 
validating domain control of the FQDN using the ACME 
HTTP Challenge method defined in section 8.3 of RFC 

 

 (e 

s
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IV and OV SSL/TLS Server, 
Object Signing, and Device 
Certificates 
(excluding device 
Certificates issued under 
the Grid-only arc) 

DigiCert validates the Applicant’s right to use or control the Domain 
Name(s) and the country code that will be listed in the Certificate 
using the DV SSL/TLS Server Certificate validation procedures above. 

 
DigiCert also verifies the identity and address of the Applicant using 
the procedures found in section 3.2.2 or section 3.2.3 of the Baseline 
Requirements. 

 

DigiCert verifies any DBA included in a Certificate using a third party 
or government source, attestation letter, or reliable form of 
identification in accordance with section 3.2.2 of the Baseline 
Requirements. 

Device Certificates issued 
under the Grid-only arc 

An RA or Trusted Agent validates the applicant’s information in 
accordance with an RPS (or similar document) applicable to the 
community of interest. 

EV SSL/TLS Server and EV 
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Before issuing an SSL/TLS Server Certificate with a domain name that has not been previously verified as 
within the scope of an RA’s or other Delegated Third Party’s allowed domain names, DigiCert establishes that 
the RA or Delegated Third Party has the right to 

https://github.com/digicert/reports/tree/master/validation-sources.
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3.2.2.2 Wildcard Domain Validation 

Before issuing a certificate with a wildcard character (*) 
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3.2.3. Authentication of Individual Identity 
If a Certificate will contain the identity of an individual, then DigiCert or an RA validates the identity of the 
individual using the following procedures: 

 

Certificate Validation 

IV (Individual 
Validated) 
SSL/TLS Server 
Certificates and 
Object Signing Certificates 
(issued to an individual) 

 
1. a. DigiCert or the RA obtains and reviews a legible copy, which 

discernibly shows the Applicant’s face, of at least one currently 
valid government-issued photo ID 
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Level 3 Client Certificates In-person proofing4 before an RA, Trusted Agent, or an entity 
certified by a state, federal, or national entity that is authorized to 
confirm identities5. The information must be collected and stored in a 
secure manner. Required identification consists of one unexpired 
Federal/National Government-issued Picture I.D. (e.g. a passport), a 
REAL ID, or two unexpired Non-Federal Government I.D.s, one of 
which must be a photo I.D. Acceptable forms of government ID 
include a driver's license, state-issued photo ID card, passport, 
national identity card, permanent resident card, trusted traveler card, 
tribal ID, military ID, or similar photo identification document. See 
e.g. USCIS Form I-9. 

 
The person performing identity proofing examines the credentials 
and determines whether they are authentic and unexpired and checks 
the provided information (name, date of birth, and current address) 
to ensure legitimacy. 

 
DigiCert also employs the in-person antecedent process to meet this 
in-person identity proofing requirement. Under this definition, 
historical in-person identity proofing is sufficient if (1) it meets the 
thoroughness and rigor of in-person proofing described above, (2) 
supporting ID proofing artifacts exist to substantiate the antecedent 
relationship, and (3) mechanisms are in place that bind the individual 
to the asserted identity. 

 
In one use case, the Applicant (e.g. an employee) has been identified 
previously by an employer using USCIS Form I-9 and is bound to the 
asserted identity remotely through the use of known attributes or 
shared secrets. 

 
In another use case, DigiCert uses a third party Identity Verification 
Provider that constructs a real-time, five-question process, based on 
multiple historic antecedent databases. 
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Level 4 Client Certificates 
(Biometric ID Certificates) 

In-
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3.2.3.2. Authentication of Devices with Human Sponsors 
DigiCert issues Level 1, 2, 3 or 4 Client Certificates for use on computing or network devices, provided 
that the entity owning the device is listed as the subject. In all cases, the device has a human sponsor who 
provides: 

 Equipment identification (e.g., serial number) or service name (e.g., DNSname); 
 Equipment Public Keys; 
 Equipment authorizations and attributes (if any are to be included in the Certificate); and 

 Contact information. 
 

If the Certificate’s sponsor changes, the new sponsor is required to review the status of each device to ensure 
it is still authorized to receive Certificates. Each sponsor is required to provide proof that the device is still 
under the sponsor’s control or responsibility on request. Sponsors are contractually obligated to notify 
DigiCert if the equipment is no longer in use, no longer under their control or responsibility, or no longer 
requires a Certificate. All registration is verified commensurate with the requested certificate type. 

 

3.2.4. Non-verified Subscriber Information 

DigiCert verifies all certificate information in accordance with industry standards. 

3.2.5. Validation of Authority 
The authorization of a certificate request is verified as follows: 

Certificate Verification 

DV SSL/TLS Server 
Certificate 

The authority of the requester is verified by using one or more of 
the procedures listed in section 3.2.2.4. of the Baseline 
Requirements. 

OV SSL/TLS Server Certificates The request is verified using a Reliable Method of Communication, 
in accordance with section 3.2.5 of the Baseline Requirements. 

EV Certificates The request is verified in accordance with section 11.8 of the EV 
Guidelines. 

Object Signing Certificates If the Certificate names an organization, the requester’s contact 
information is verified with an authoritative source within the 
applicant’s organization using a Reliable Method of Communication. 
The contact information is then used to 
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3.3.2. Identification and Authentication for Re-key After Revocation 
DigiCert does not re-key after revocation. The Subscriber must undergo initial validation as specified in 
section 3.2. 

 

3.4. IDENTIFICATION AND AUTHENTICATION FOR REVOCATION REQUEST 
DigiCert or an RA authenticates all revocation requests. DigiCert may authenticate revocation requests by 
referencing the Certificate’s Public Key, regardless of whether the 
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Effective 2021-10-01, for validation of Domain Names and IP Addresses according to section 3.2.2.4 and 
3.2.2.5 of the CAB Forum Baseline Requirements, any reused data, document, or completed validation is 
obtained no more than 398 days prior to issuing the Certificate 

 
Prior to issuing a publicly-trusted SSL/TLS Server Certificate, DigiCert checks the DNS for the existence 
of a CAA record for each dNSName in the 
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and requirements found herein. 
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4.6.4. Notification of New Certificate Issuance to 
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Subscriber’s Private Key based on the Public Key in the Certificate (such as a Debian weak key, 
see https://wiki.debian.org/SSLkeys) (CRLReason #1, keyCompromise);or 

5. DigiCert obtains evidence that the validation of domain authorization or control for any FDQN or IP 
address in the Certificate should not be relied upon (CRLReason #4, superseded). 

 
DigiCert may revoke a certificate within 24 hours and will revoke a Certificate within 5 days after receipt 
and confirming that one or more of the following occurred: 

1. The Certificate no longer complies with the requirements of sections 6.1.5 and 6.1.6 of the CAB 
forum baseline requirements or any section of the Mozilla Root Store policy (CRLReason #4, 
superseded); 

2. DigiCert obtains evidence that the Certificate was misused and/or used outside the intended purpose 
as indicated by the relevant agreement (CRLReason #9, privilegeWithdrawn); 

3. The Subscriber or the cross-certified CA breached a material obligation under the CP, this CPS, or the 

relevant agreement (CRLReason #9, privilegeWithdrawn); 
4. DigiCert confirms any circumstance indicating that use of a FQDN, IP address, or email address in the 

Certificate is no longer legally permitted (e.g. a court or arbitrator has revoked a Domain Name 

registrant’s right to use the Domain Name, a relevant licensing or services agreement between the 
Domain Name registrant and the Applicant has terminated, or the Domain Name registrant has failed to 
renew the Domain Name) (CRLReason #5, cessationOfOperation) 

5. For code signing, the Application Software Supplier requests revocation and DigiCert does not intend 
to pursue an alternative course of action; 

6. For code signing, the certificate is being used to sign Suspect Code; 

7. DigiCert confirms that a Wildcard Certificate has been used to authenticate a fraudulently misleading 
subordinate FQDN (CRLReason #9, privilegeWithdrawn); 

8. DigiCert confirms a material change in the information contained in the Certificate (CRLReason #9, 
privilegeWithdrawn);

o r

7.

 DigiCert confirms 

DigiCert

  

 

 

C

 

that

 

breached

 

in

 

 

 

 

  

 

 

 

the 
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6. For Adobe Signing 

https://problemreport.digicert.com/
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http://www.digicert.com/certificate-revocation.htm
http://www.digicert.com/certificate-revocation.htm




https://problemreport.digicert.com/
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outlined as revocation in the FBCA CP. For all other Certificate types, not 
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4.11. END OF SUBSCRIPTION 
A Subscriber’s subscription service ends if its Certificate expires or is revoked or if the applicable 
Subscriber Agreement expires without renewal. 

 

4.12. KEY ESCROW AND RECOVERY 

4.12.1. Key Escrow and Recovery Policy and Practices 

DigiCert never escrows CA Private Keys under this CPS. 
 

DigiCert may escrow Subscriber key management keys to provide key recovery services. If done, DigiCert 
encrypts and protects escrowed Private Keys using the same or a higher level of security as used to generate 
and deliver the Private Key. Enterprise customers utilizing key escrow software provided by DigiCert may 
escrow keys within their or DigiCert’s infrastructure. 

 
DigiCert or Issuer CAs allow Subscribers and other authorized entities to recover escrowed (decryption) 
Private Keys.  DigiCert and Issuer CAs use trusted personnel vetted per section 5.3 of the CP and this CPS 
during key recovery to prevent unauthorized access to a Subscriber’s escrowed Private Keys. DigiCert 
accepts key recovery requests:
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5.1.3. Power and Air Conditioning 
Data centers have primary and secondary power supplies that ensure continuous and uninterrupted access to 
electric power. Uninterrupted power supplies (UPS) and generators provide redundant backup power. 

 

5.1.4. Water Exposures 
The cabinets housing DigiCert's CA and TSA systems are designed to prevent and protect against water 
exposure. 

 

5.1.5. Fire Prevention and Protection 
The data centers are equipped with fire suppression mechanisms. 

5.1.6. Media Storage 
DigiCert protects its media from accidental damage, environmental hazards, and unauthorized physical access. 
Backup files are created on a daily basis. DigiCert’s backup files are maintained separately from DigiCert’s primary 
data operations facility. 

 

5.1.7. Waste Disposal 
All unnecessary copies of printed sensitive information are shredded on-site before disposal. All electronic 
media are physically destroyed or are overwritten multiple times to prevent the recovery of the data. 

5.1.8. Off-site Backup 
DigiCert makes regular backup copies of any information necessary to recover from a system failure. Backup 
copies of CA Private Keys and activation data are stored for disaster recovery purposes off-site and are 
accessible only by trusted personnel. 

 

5.1.9. Certificate Status Hosting, CMS and External RA Systems 
All physical control requirements under section 5.1 apply equally to any Certificate Status Hosting, CMS, or 
external RA system. 

 

5.2. PROCEDURAL CONTROLS 

5.2.1. Trusted Roles 
Personnel acting in trusted roles include CA, TSA, and RA system administration personnel, and personnel 
involved with identity vetting and the issuance and revocation of Certificates. The functions and duties 
performed by persons in trusted roles are distributed so that one person alone cannot circumvent security 
measures or subvert the security and trustworthiness of the PKI or TSA operations. A list of personnel 
appointed to trusted roles is maintained and reviewed annually. 

5.2.1.1. CA Administrators 
The CA Administrator installs and configures the CA software, including key generation, key backup, and key 
management. The CA Administrator performs and securely stores regular system backups of the CA system. 
Administrators do not issue Certificates to Subscribers. 

 

5.2.1.2. Registration Officers – CMS, RA, Validation and Vetting Personnel 
The Registration Officer role is responsible for issuing and revoking Certificates. 

 

5.2.1.3. System Administrators/ System Engineers (Operator) 
The System Administrator / System Engineer installs and configures system hardware, including servers, 

routers, firewalls, and network configurations. The System Administrator / System Engineer also keeps 
critical systems updated with software patches and other maintenance needed for system stability and 
recoverability. 

 

5.2.1.4. Internal Auditors 
Internal Auditors are responsible for reviewing, maintaining, and archiving audit logs and performing or 
overseeing internal compliance audits to determine if DigiCert is operating in accordance with this CPS or an 
RA’s Registration Practices Statement.
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5.4. AUDIT LOGGING PROCEDURES 

5.4.1. Types of Events Recorded 
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conditions, including any evidence of malicious activity,
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DigiCert also routinely Assesses the sufficiency of the policies, procedures, information systems, technology, 
and other arrangements that DigiCert has in place to counter such threats. 

 
DigiCert’s Internal Auditors review the security audit data checks for continuity. DigiCert’s audit log 
monitoring tools alert the appropriate personnel of any events, such as repeated failed actions, requests for 
privileged information, attempted access of system files, and unauthenticated responses. 
 

5.5 RECORDS ARCHIVAL 
DigiCert complies with all record retention policies that apply by law and retrieved as necessary by request of 
authorized parties. DigiCert includes sufficient detail in all archived records to show that
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a secure electronic method or courier, or it may also refuse to provide the information in its discretion and 
may require prior payment of all costs associated with the data. 
 

 

5.6 KEY CHANGEOVER 
Key changeover procedures enable the smooth transition from expiring CA Certificates to new CA Certifica655.3 Tm
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parties at the earliest feasible time. 
 

5.7.4 Business Continuity Capabilities after a Disaster 
To maintain the integrity of its services, DigiCert implements data backup and recovery procedures as part 
of its Business Continuity Management Plan (BCMP). Stated goals of the BCMP are to ensure that certificate 
status services be only minimally affected by any disaster involving DigiCert’s primary facility and that 
DigiCert be capable of maintaining other services or resuming them as quickly as possible following a 
disaster. DigiCert reviews, tests, and updates the BCMP and supporting procedures at least annually. 

 
DigiCert's systems are redundantly configured at its primary facility and are mirrored at a separate, 
geographically diverse location for failover in the event of a disaster. If a disaster causes DigiCert’s primary 
CA or TSA operations to become inoperative, DigiCert will re-initiate its operations at its secondary location 
giving priority to the provision of certificate status information and time stamping capabilities, if affected. 

5.8 CA OR RA TERMINATION 
Unless otherwise addressed in an applicable agreement between DigiCert and a counterparty, before terminating its 
CA or TSA activities, DigiCert may: 

1. Provide notice and information about the termination by sending notice by email to its 
customers, Application Software Vendors, and cross-certifying entities and by posting such 
information on DigiCert’s web site; and 
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6.1.4. CA Public Key Delivery to Relying Parties 
DigiCert's Public Keys are provided to Relying Parties as specified in a certificate validation or path 
discovery policy file, as trust anchors in commercial browsers and operating system root store, and/or as 
roots signed by other CAs. All accreditation authorities supporting DigiCert Certificates and all application 
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Private Keys corresponding to Root CA Certificates are not used to sign Certificates except in the 
following cases: 

1. Self-signed 
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Rudimentary 

 
N/A 

FIPS 140-2 Level 1 
(Hardware or Software) 

 
Level 1 - Rudimentary 

 
N/A 

FIPS 140-2 Level 1 
(Hardware or Software) 

 
Level 2 – Basic 

FIPS 140-2 Level 1 
(Hardware or Software) 

FIPS 140-2 Level 1 
(Hardware or Software) 

 
Level 3 - Medium 

FIPS 140-2 Level 1 
(Software) 

FIPS 140-2 Level 2 
(Hardware) 

FIPS 140-2 Level 2 
(Hardware) 

 
 

Medium 

FIPS 140-2

(Hardware)

FIPS 140-FIPS
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o Key creation, storage, and usage of Private Key must remain within the security boundaries 
of the cloud solution’s Hardware Crypto Module that conforms to the specified requirements 
in this section;  

o Subscription at the level that manages the Private Key must be configured to log all access, 
operations, and configuration changes on the resources securing the Private Key.  

o Subscriber uses DigiCert’s Signing Service. 
 

6.2.2. Private Key (n out of m) Multi-Person Control 
DigiCert's authentication mechanisms are protected securely when not in use and may only be accessed by 
actions of multiple trusted persons. 

Backups of CA Private Keys are securely stored off-site and require two-person access. Re-activation of a 
backed-up CA Private Key (unwrapping) requires the same security and multi-person control as when 
performing other sensitive CA Private Key operations. 

6.2.3. Private Key Escrow 
DigiCert does not escrow its CA signature keys. DigiCert may provide escrow services in order 
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Subscribers are solely responsible for protecting their Private Keys in a manner commensurate with the 
Certificate type. Subscribers should use a strong password or equivalent authentication method to prevent 
unauthorized access or use of the Subscriber’s Private Key. Subscribers should also take commercially 
reasonable measures for the physical protection of their workstation to prevent use of the workstation and 
its associated private key without the Subscriber’s authorization. When deactivated, private keys shall be 
kept in encrypted form only and secured. At a minimum, Subscribers are required to authenticate themselves 
to the cryptographic module before activating their Private Keys. See also section 6.4. 

 
6.2.9. Method of Deactivating Private Keys 

DigiCert’s Private Keys are deactivated via logout procedures on the applicable HSM device when not in use. 
DigiCert never leaves its HSM devices in an active unlocked or unattended state. 

 

Subscribers should deactivate their Private Keys via logout and removal procedures when not in use. 
 

6.2.10. Method of Destroying Private Keys 
DigiCert personnel, acting in trusted roles, destroy CA, RA, and status server Private Keys when no longer 
needed. Subscribers shall destroy their Private Keys when the corresponding Certificate is revoked or 
expired or if the Private Key is no longer needed. 

 
DigiCert may destroy a Private Key by deleting it from all known storage partitions. DigiCert also zeroizes the 
HSM device and associated backup tokens according to the specifications of the hardware manufacturer. This 
reinitializes the device and overwrites the data with binary zeros. If the zeroization or re-initialization 
procedure fails, DigiCert will crush, shred, and/or incinerate the device in a manner that destroys the ability 
to extract any Private Key. 

6.2.11. Cryptographic Module Rating 
See section 6.2.1. 

 

6.3. OTHER ASPECTS OF KEY PAIR MANAGEMENT 

6.3.1. Public Key Archival 
DigiCert archives copies of Public Keys in accordance with section 5.5. 

6.3.2. Certificate Operational Periods and Key Pair Usage Periods 
DigiCert Certificates have maximum validity periods of: 
 

Type Private Key Use5 Certificate Term 
Publicly Trusted Root CAs No stipulation 25 years 
Root CAs Not Otherwise Restricted No stipulation 100 years 
Publicly Trusted Sub CAs / Issuer CAs No stipulation 15 years 
IGTF Cross-certified Sub CA6 6 years 15 years 
CRL  
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by purchasing from trusted vendors as discussed above. 
 

Updates of equipment and software are purchased or developed in the same manner as the original 
equipment or software and are installed and tested by trusted and trained personnel. All hardware and 
software essential to DigiCert’s operations is scanned for malicious code on first use and periodically 
thereafter. 

6.6.2. Security Management Controls 
DigiCert has mechanisms in place to control and monitor the security-related configurations of its CA 
systems. When loading software onto a CA system, DigiCert verifies that the software is the correct version 
and is supplied by the vendor free of any modifications. 

6.6.3. Life Cycle Security Controls 
No stipulation. 

 

6.7. NETWORK SECURITY CONTROLS 
DigiCert and RA functions are performed using networks secured in accordance with the standards 
documented in the DigiCert CP to prevent unauthorized access, tampering, and denial-of-service attacks. 
Communications of sensitive information shall be protected using point-to-point encryption for 
confidentiality and digital signatures for non-repudiation and authentication. 

 
DigiCert documents and controls the configuration of its systems, including any upgrades or modifications 
made. DigiCert's CA system is connected to one internal network and is protected by firewalls and Network 
Address Translation for all internal IP addresses (e.g., 192.168.x.x). DigiCert's customer support and vetting 
workstations are also protected by firewall(s) and only use internal IP addresses. Root Keys are kept offline 
and brought online only when necessary to sign Certificate-issuing subordinate CAs, OCSP Responder 
Certificates, or periodic CRLs. Firewalls and boundary control devices are configured to allow access only by 

the addresses, ports, protocols and commands required for the trustworthy provision of PKI services by such 
systems. 

 
DigiCert's security policy is to block all ports and protocols and open only ports necessary to enable CA 
functions. All CA equipment is configured with a minimum number of services and all unused network ports 
and services are disabled. DigiCert's network configuration is available for review on-site by its auditors and 
consultants under an appropriate non-disclosure agreement. 

 
6.8. TIME-STAMPING 
The system time on DigiCert’s computers is updated using the Network Time Protocol (NTP) to synchronize 
system clocks at least once every eight hours (Windows default). All times are traceable to a real time value 
distributed by a UTC(k) laboratory or National Measurement Institute and are updated when a leap second 
occurs as notified by the appropriate body. DigiCert maintains an internal NTP server that synchronizes with 
cellular telephone networks and maintains the accuracy of its clock within one second or less. However, 
Relying Parties should be aware that all times included in a time-stamp token are synchronized with UTC 
within the accuracy defined in the time-stamp token itself, if present. 

DigiCert will not issue a time-stamp token using any clock that is detected as inaccurate. 
TST Requesters request time-stamp tokens by sending a request to DigiCert. After the TST Requester 
receives a response from DigiCert, it must verify the status error returned in the response. If an error was not 
returned, the TST Requester must then verify the fields 
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7.1.8. Policy Qualifiers Syntax and Semantics 

DigiCert includes brief statements in Certificates about the
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certificate subscriber’s 
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intended to be used in the following circumstances: 
 

• the certificate subscriber no longer controls, or is no longer authorized to use, 
all of the domain names in the certificate; or 

• the certificate subscriber will no longer be using the certificate because they 
are discontinuing their website; or 

• DigiCert is made aware of any circumstance indicating that use of a fully‐
qualified domain name or IP address in the certificate is no longer legally 
permitted (e.g. a court or arbitrator has revoked a domain name registrant’s 
right to use the domain name, a relevant licensing or services agreement 
between the domain name registrant and the applicant has terminated, or the 
domain name registrant has failed to renew the domain name). 
 

Unless the keyCompromise CRLReason is being used, the CRLReason 
cessationOfOperation must be used when: 
 

• the certificate subscriber has requested that their certificate be revoked for 
this reason; or 

• DigiCert received verifiable evidence that the certificate subscriber no longer 
controls, or is no longer authorized to use, all of the domain names in the 
certificate. 

 
Otherwise, the cessationOfOperation CRLReason must not be used. 
 
4) affiliationChanged 
 
The CRLReason affiliationChanged is intended to be used to indicate that the subject's 
name or other subject identity information in the certificate has changed, but there is 
no cause to suspect that the certificate’s private key has been compromised. 
 
Unless the keyCompromise CRLReason is being used, the CRLReason 
affiliationChanged will be used when: 
 

• the certificate subscriber has requested that their certificate be revoked for 
this reason; or 

• DigiCert replaced the certificate due to changes in the certificate’s subject 
information and the CA has not replaced the certificate for the other reasons: 
keyCompromise, superseded, cessationOfOperation, or privilegeWithdrawn. 

 
Otherwise, the affiliationChanged CRLReason must not be used. 
 
5) superseded 
 
The CRLReason superseded is intended to be used to indicate when: 
 

• the certificate subscriber has requested a new certificate to replace an existing 
certificate; or 

• DigiCert obtains reasonable evidence that the validation of domain 
authorization or control for any fully‐qualified domain name or IP address in 
the certificate should not be relied upon; or 

• DigiCert revoked the certificate for compliance reasons such as the certificate 
does not comply with the DigiCert CP, this CPS, the CAB Forum's Baseline 
Requirements, or the Mozilla Root Store Policy. 

 
Unless the keyCompromise CRLReason is being used, the CRLReason superseded must 
be used when: 
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8 COMPLIANCE AUDIT AND OTHER ASSESSMENTS 
The practices in this CPS are designed to meet or exceed the requirements of generally accepted 
industry standards, including the latest versions of the WebTrust Programs for Certification 
Authorities as required by the Mozilla Root Store policy and other programs listed in section 1.1 
and 1.6.3. 

8.1 FREQUENCY AND CIRCUMSTANCES OF ASSESSMENT 
DigiCert receives an annual period in time audit by an independent external auditor to assess 
DigiCert's compliance with this CPS, referenced requirements, any applicable CPs, and the 
WebTrust for CA programs criteria. 

8.2 IDENTITY/QUALIFICATIONS OF ASSESSOR 
WebTrust auditors must meet the requirements of section 8.2 of the CAB Forum Baseline Requirements 
and section 3.1 of the Mozilla Root Store policy where applicable. 

 

8.3 ASSESSOR'S RELATIONSHIP TO ASSESSED ENTITY 
DigiCert’s WebTrust / Federal PKI auditor does not have a financial interest, business relationship, 
or course of dealing that could foreseeably create a significant bias for or against DigiCert. 

 

8.4 TOPICS COVERED BY ASSESSMENT 
The audit covers DigiCert's business practices disclosure, the integrity of DigiCert's PKI operations, 
and DigiCert’s compliance with this CPS and referenced requirements. The audit verifies that 
DigiCert is compliant with the CP, this CPS, and any MOA between it and any other PKI. 

 
DigiCert undergoes an audit in 

http://www.digicert.com/webtrust-audits
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8.7 SELF-AUDITS 
On at least a quarterly basis, DigiCert performs regular internal audits against a randomly selected sample of 
at least three percent of its SSL/TLS Server Certificates and EV Code Signing Certificates issued since the last 
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4. Liability related to the security, usability, or integrity of products not supplied by DigiCert, including 
the Subscriber’s and Relying Party’s hardware; or 

5. Liability related to the compromise of a Subscriber’s Private Key. 
 

The limitations in this section apply to the maximum extent permitted by law and apply regardless of (i) the 
reason for or nature of 





82 
 

proceedings related to the CPS or any DigiCert product or service. 

 

9.15. COMPLIANCE WITH APPLICABLE LAW 
This CPS is subject to all applicable laws and regulations, including United States restrictions on the export of 
software and cryptography products. Subject to section 9.4.5’s Notice and Consent to Use Private Information 
contained in Certificates, DigiCert meets the requirements of the European data protection laws and has 
established appropriate technical and organization measures against unauthorized or unlawful processing of 
personal data and against the loss, damage, or destruction of personal data. 
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To: DigiCert, Inc. 

APPENDIX A: SAMPLE OPINION LETTER 

[Date] 

 

2801 N. Thanksgiving Way 
Suite 500 
Lehi, UT 84043 
Email: support@digicert.com 
Fax: 801-705-0481 

 
Re: Digital Certificate for [Exact company name of client – see footnote 1](“Client”) 

 
This firm represents Client, who asked that I, as its [accountant, lawyer, solicitors,

mailto:support@digicert.com
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on Client's digital certificate application and have provided this letter solely for the benefit of DigiCert in 
connection with Client's application for a digital certificate. No other person or entity may rely on this letter 
without my express written consent. This letter shall not be quoted in whole or in part, used, published or 
otherwise referred to or relied upon in any manner, including, without limitation, in any financial statement 
or other document. 

 
Signature:   
Print Accountant/Attorney Name:    
Phone Number:   
Email:   
Firm Name:    
Licensed in:   
License number, if any:   
Contact information for licensing agency where this accountant's/attorney's license information may be 
verified:   

 

Note 1: This must be the Client’s exact corporate name as registered with the relevant Incorporating Agency 
in the Client’s Jurisdiction of Incorporation. 

Note 2: A Power of Attorney from an officer of the Client who has the power to delegate authority is sufficient 
to establish the Client Representative’s actual authority. Multiple representatives may be listed. 

Note 3: In-house counsel of the Client may submit this letter if permitted by the rules of your jurisdiction. 
Note 4: This letter may be submitted by mail, fax, or email. 


