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identifier as registered in the ISO/ITU OID Registry. The applicable DirectTrust OIDs pertaining to 

this CPS and the trust community are created under a DirectTrust arc defined as follows: [iso(1) 

identified‐organization(3) dod(6) internet(1) private(4) enterprise(1)] 

 

DigiCert asserts only the OIDs listed below when issuing under the DirectTrust arc. Policy OIDs 

asserting additional compliance with other CPs, i.e. under a different policy arc may be present. 

 

This document adheres to version 2.0 of the DirectTrust Community X.509 Certificate Policy which is 

referenced by the Certificate Policy Version OID 1.3.6.1.4.1.41179.0.2.0. 
 

OID Reference  OID 

DirectTrust CP id-DirectTrust 
policies.(2.0) 

1.3.6.1.4.1.41179.0.2.0 

DigiCert NIST LoA3 OID  2.16.840.1.114412.4.3.3 

DirectTrust LoA3 OID id-DirectTrust-LoAs.(3) 1.3.6.1.4.1.41179.1.3 

HIPAA category OID: (only one of these is asserted in each certificate) 

DirectTrust CE (HIPAA Covered 
Entity) 

d‐DirectTrust‐ Cat.(1) 1.3.6.1.4.1.41179.2.1 

DirectTrust BA (HIPAA Business 
Associate) 

id‐DirectTrust‐ Cat.(2) 1.3.6.1.4.1.41179.2.2 

DirectTrust HE (other HIPAA 
Healthcare Entity) 

id‐DirectTrust‐ Cat.(3) 1.3.6.1.4.1.41179.2.3 

DirectTrust Device id‐DirectTrust‐Dev (1) 1.3.6.1.4.1.41179.3.1 

DirectTrust Patient id‐DirectTrust‐ Cat.(4) 1.3.6.1.4.1.41179.2.4 

 

This CPS applies to any entity asserting one or more of the DirectTrust OIDs identified above by 

DigiCert. All other OIDs mentioned herein belong to their respective owners. Subsequent revisions to 

this CPS might contain additional OID assignments than those identified above. 
 

1.3. PKI PARTICIPANTS 

1.3.1. DigiCert Policy Management Authority and Certification Authorities 

A Certification Authority (CA) is an entity that issues Public Key X.509 Certificates and, 

through such issuance, attests to the binding between an identity and cryptographic Key Pair 

to a Subscriber. For ease of reference herein, all CAs issuing Certificates in compliance with 

the DirectTrust CP and this CP/CPS are hereafter referred to as “Issuer CAs”. 

 

DigiCert Root Certificate Authorities and Intermediate CAs under the control of DigiCert are 

managed by the DigiCert Policy Authority (DCPA) which is composed of members of DigiCert 

management appointed by DigiCert’s executive management. The DCPA is responsible for 

this CP/CPS as well as overseeing the review and conformance of CA practices with the 

DirectTrust CP with their own respective Policy Management Authorities and legal 

agreements. 

 

1.3.2 Registration Authorities and Other Delegated Third Parties 

Registration Authorities (RA) are organizations responsible for collecting and proofing a 
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Subscriber’s identity and any other information provided by Subscriber for inclusion in a 

Certificate. All practices and requirements in the DirectTrust CP and this CP/CPS apply to all 

RAs operating under DigiCert for the DirectTrust program. If DigiCert relies upon an RA for 

the DirectTrust program, DigiCert will monitor the RA’s compliance with the DirectTrust CP 

and this CP/CPS, and if applicable, any Registration Practices Statement (RPS) under which 

the RA operates. If RAs are used, DigiCert will only rely on RAs that are accredited as RAs by 

DirectTrust or DirectTrust‐EHNAC to operate in compliance with the DirectTrust CP and this 

CP/CPS and are approved by the DirectTrust Policy Committee (DTPC). 

 

1.3.2.1 Trusted Agents  

Trusted Agents are individuals who act on behalf of DigiCert or an approved RA to 

collect and/or verify information regarding Subscribers and, where applicable, to 

provide support regarding those activities to the Subscribers. Trusted Agents are 

Individuals who, while not an employee of DigiCert or the approved RA, have a 

direct contractual relationship with DigiCert or the approved RA, either as: a) an 

Individual; or b) an employee of an Organization that has a direct contractual 

relationship with DigiCert or the approved RA that involves performance of 

collection and/or confirmation of information regarding Subscribers. 

 

DigiCert or the approved RA may provide the Trusted Agent with material to 







12  

DirectTrust CP. The DCPA determines whether an amendment to this CP/CPS is consistent 

with a contract, requires notice, or requires an OID change. The DirectTrust Board of 

Directors managing the DirectTrust CP will determine if this CP/CPS conforms to by 

contract, approve this CP/CPS for each CA that issues certificates under that respective CP. 

 

1.6. DEFINITIONS AND ACRONYMS 

1.6.1. Definitions 

“Applicant” means an entity applying for a certificate. 

 

“Key Pair” means a Private Key and associated Public Key. 



13  

FIPS (US Government) Federal Information Processing Standard 

HSM Hardware Security Module 

 

IdM 



mailto:support@digicert.com
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3. IDENTIFICATION AND AUTHENTICATION  

3.1. NAMING 

3.1.1. Types of Names  

Certificates are issued with a subject Distinguished Name (DN) that complies with ITU X.500 

standards. Some certificates may have a null subject DN if it includes at least one alternative 





  

meet the DirectTrust CP requirements. The organization’s category OID will be asserted in 

all Cer <<icates.  

 

For cer <<icates issued by RAs, the practices that fulfill the requiremen s will be described in 

the respective RPS.  

 

3.2.2.1  Authentication of DirectTrust CE Certificates  

Applican  represen s in a statemen  such as a signed Cer ificate application that i  is 

a Covered Entity (CE) as defined by HIPAA at 45 CFR 160.103.  

 

DigiCer  or the RA verifies the application includes the signed statemen , the 

organization information submitted, the iden ity of the represen ative in accordance 

with section 3.2.3.1 and the r epresentative’s authorization to act in the name of the 

organization.  

 

3.2.2.2  Authentication of DirectTrust BA Certifica es  

The Applican  represen s in a statemen  such as a signed Cer <<icate application that 

i  is a Business Associate (BA) as defined by as defined by HIPAA a  45 CFR 160.103.  

 

DigiCer  or the RA verifies the application includes the signed statemen , the 

organization information submitted, the iden ity of the represen ative in accordance 

with section 3.2.3.1 and the represen ati ve’s authorization to act in the name of the 

organization.  

 

3.2.2.3  Authentication of DirectTrust HE Cer <<ica es  

The Applican  represen s in a statemen , such as a signed Cer <<icate application, 
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associated with the Applicant in the records. Any of the 

identity proofing methods listed for a higher level are also 

acceptable. 

DirectTrust IAL 1
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Remote Vetting 

(Unsupervised)2 

As evidence of their claimed identity, the Applicant provides: 

 

 US Passport, OR  

 REALID driver’s license / REALID ID card, OR  

 Enhanced driver’s license / Enhanced ID card, OR  

 Other acceptable evidence as described in the “Guidance 

for Authentication of Individual Identity.”  

 

Validation:  

Evidence presented by the Applicant are confirmed as 

genuine by DigiCert or authorized RA trained RA personnel 

and/or appropriate technologies including the integrity of 

any physical and cryptographic security features. All 

evidence and personal details from the evidence are 

confirmed as valid by comparison with information held or 

published by the issuing or authoritative sources and are 

consistent with the full legal name, address of record and 

date of birth of the claimed identity. The information printed 

on the physical evidence listed above is deemed information 

published by the issuing source. 

 

Verification:  

The Applicant’s ownership of the claimed identity is 

confirmed by physical comparison to the photograph or 

biometrics of the Applicant to the strongest piece of identity 

evidence provided to support the claimed identity. 

Additional requirements on the remote verification of 

biometrics or photograph is provided in the “Guidance for 

Authentication of Individual Identity.” DigiCert or the 

approved RA sends an enrollment code, with at least six 

random alphanumeric characters, to a postal address 

(preferred), mobile telephone (SMS or voice), landline 

telephone or email that has been validated in records. 
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Patient identity in accordance with any of the above LoA 

requirements, collect the Subscriber Representation, and 

asserts in the Certificate the DirectTrust Patient OID and the 

appropriate LoA OID. 

 

Any government issued ID provided by the Applicant that includes an expiration 

date must be current and unexpired. 

 

In‐Person vetting for LoA 2, LoA 3, LoA4, IAL1, IAL2 and IAL3 may be performed by 

the RA, Trusted Agent of the RA or an entity certified by a State or Federal Entity as 

being authorized to confirm identities. A trust relationship between the Trusted 

Agent and the Applicant which is based on an in‐person antecedent may suffice as 

meeting the In‐Person identity vetting requirements for LoA 2, LoA 3 LoA 4, IAL 1, 

IAL 2 or IAL 3. 

 

3.2.3.2. Authentication of Human Subscribers for Role-based Certificates 

Role based Certificates are considered Group Certificates under the DirectTrust CP 

and this CP/CPS and are verified in accordance with Section 3.2.3.3. 

 

3.2.3.3. Authentication of Human Subscribers for Group Certificates
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asserted in the Certificate. If the identity proofing component is performed by the 

Subscriber Organization, then the compliant RA will retain documentation that the 

Subscriber Organization is bound through a legally binding contract with or an 

attestation to the RA to identity proof Users in accordance with the requirements 

corresponding to the LoA of the associated Certificate. This information is made 

available by the Subscriber Organization to the RA upon request. 

 

3.2.3.4 Verification Authentication of Devices 

DigiCert may issue a Certificate for use on or by a Device. In such cases, the Device is 

required to have a human Sponsor who provides: 

 

 Equipment identification (e.g. , Health Domain Name, DNS name, Device 

identifier, or Health Endpoint Name associated with Device); 

 Equipment Public Keys; 

 Equipment authorizations and attributes (if any are to be included in the 

Certificate); and 

 Contact information. 

 

Registration includes identity proofing of the Sponsor as an individual to an 

assurance level commensurate with the Certificate assurance level being requested 

for the Device. 

 

Acceptable methods for performing this authentication and integrity checking 

include, but are not limited to:  

 

 Verification of digitally signed messages sent from the Sponsor (using 

Certificates of equivalent or greater assurance than that being requested); or 

 In‐person or remote registration by the Sponsor, with the identity of the 

Sponsor confirmed in accordance with the requirements of Section 3.2.3.1. 

 

If the Sponsor of a Certificate changes, the new Sponsor reviews the status of each 

Device to ensure it is still authorized to receive Certificates. These requirements are 

specified in the Subscriber Agreement signed prior before issuance, requiring that 

the Certificate details be accurate at all times. 

 

3.2.3.5 Verification Authentication of Human Subscribers for Content Commitment 
Certificates 

Although the Private Key of a Content Commitment certificate may be held and 

managed by a Custodian on behalf of the Subscriber, this CP requires that 

procedures be in place such that use and activation of the private key is limited to 

the Subscriber and not shared with the Custodian. Therefore, a Content 

Commitment certificate is not considered a Group Certificate. 

 

3.2.3.6 Verification of NPI Number 

If the NPI Number is included in a Certificate, it is verified against the NPI Registry 
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provided by the Centers for Medicare & Medicaid Services (CMS). DigiCert or the RA 

utilizes the Applicant‐provided NPI number to retrieve the Applicant’s record from 

the NPI Registry and confirm that the data elements returned are consistent with 

the information provided in the application. 

 

3.2.4. Non-verified Subscriber Information 

Non‐verified Subscriber information is not included in a Certificate by DigiCert or by the RA. 

 

3.2.5 Validation of Authority 

See Section 3.2.2. 

 

3.2.6 Criteria for Interoperation 

See section 3.2.6 of the DirectTrust CP. 

 

3.3. IDENTIFICATION AND AUTHENTICATION FOR RE-KEY REQUESTS 

If a DirectTrust Certificate is revoked, other than during a renewal or update action, the Subscriber 

must go through the initial identity proofing process described in section 3.2 of this CP/CPS to obtain 

a new Certificate. 

 

3.3.1. Identification and Authentication for Routine Re-key 

If a DirectTrust Certificate is revoked, other than during a renewal or update action, the 

Subscriber is required to go through the initial identity proofing process described in section 

3.2 of this CP/CPS to obtain a new Certificate. 

 

3.3.2  Identification and Authentication for Re-Key after Revocation 

If a DirectTrust Certificate is revoked, other than during a renewal or update action, the 

Subscriber is required go through the initial identity proofing process described in section 

3.2 of this CP/CPS to obtain a new Certificate. 

 

3.4 IDENTIFICATION AND AUTHENTICATION FOR REVOCATION REQUEST 

DigiCert or an RA authenticates all revocation requests per the CP and relevant legal agreements. 

DigiCert may authenticate revocation requests by referencing the use of the Private Key 

corresponding to the certificate’s Public Key, regardless of whether the associated Private Key is 

compromised. If an RA performs validation for a revocation, they will specify the practices to meet 

the requirements of the contractual agreements, the CP, this CP/CPS, and the associated technical 

requirement documents in their RPS. 
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4. CERTIFICATE LIFE‐CYCLE OPERATIONAL REQUIREMENTS 

4.1. CERTIFICATE APPLICATION 

4.1.1. Who Can Submit a Certificate Application 

Either the Applicant or an individual authorized to request certificates on behalf of the 

Applicant per section 1.2 of this CP/CPS may submit certificate requests. Applicants are 

responsible for any data that the Applicant or an agent of the Applicant supplies to DigiCert 

or an RA. 

 

4.1.2. Enrollment Process and Responsibilities 

A Subscriber is responsible for providing accurate information about himself and his 

organization during identity proofing. DigiCert or the authorized RA are responsible for 

ensuring that the identity of each Applicant is proofed in accordance with this CP/CPS prior 

to the issuance of a Certificate. DigiCert and the approved RA authenticate and protect all 

communication made during the Certificate application process. 

 

In no particular order, this protected enrollment process may include: 

 

 Submitting a certificate application including the required documentation for the type of 

DirectTrust Certificate requested, 

 Generating a key pair, 

 Delivering the public key of the key pair to DigiCert, 

 Agreeing to the applicable Subscriber Agreement, and 

 Paying any applicable fees. 

 

4.2. CERTIFICATE APPLICATION PROCESSING 

DigiCert and the approved RA verify that the information in a CSR is accurate and reflect the 

information presented by the Subscriber by following the requirements and practices of this section. 

 

4.2.1. Performing Identification and Authentication Functions 

After receiving a certificate application, DigiCert or an RA verifies the application 

information and other information in accordance with Section 3.2. If an RA assists in the 

verification, the RA must create and maintain records sufficient to establish that it has 

performed its required verification tasks and communicate the completion of such 

performance to DigiCert in accordance with sections 5.4 and 5.5. After verification is 

complete, DigiCert or the RA evaluates the corpus of information and decides whether or not 

to issue the certificate. DigiCert considers a source’s availability, purpose, and reputation 

when determining whether a third-party source is reasonably reliable. 

 

4.2.2. Approval or Rejection of Certificate Applications 

DigiCert may reject a certificate application if DigiCert believes that issuing the certificate 

could damage or diminish DigiCert’s reputation or business or it does not fulfill the 

requirements of the associated legal agreements or the DirectTrust CP. RAs may only 

approve a Certificate Application after verifying the applicant meets all requirements listed 
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in the DirectTrust CP, this CP/CPS, or any associated guidelines. 

 

4.2.3. Time to Process Certificate Applications 

No stipulation. 

 

4.3. CERTIFICATE ISSUANCE 

4.3.1. CA Actions during Certificate Issuance 

DigiCert or the RA verifies the source of a certificate request before issuance. DigiCert 

ensures that all Certificate fields and extensions are properly populated. After issuance is 

complete, the certificate is stored in a database and sent to the Subscriber. 

 

4.3.2. Notification to Subscriber by the CA of Issuance of Certificate 

The Subscriber is notified via physical mail, or email or an equivalent means that the 

Certificate has been issued. Generally, DigiCert delivers certificates by providing the 

Subscriber a hypertext link to a user id/password‐protected location where the subscriber 

may log in and download the certificate or via email to the email address designated by the 

Subscriber during the application process. 

 

4.4. CERTIFICATE ACCEPTANCE 

4.4.1. Conduct Constituting Certificate Acceptance 

Subscribers are solely responsible for installing the issued certificate on the Subscriber’s 

computer or hardware security module. Certificates are considered accepted 30 days after 

the certificate’s issuance, or earlier upon use of the certificate when evidence exists that the 

Subscriber used the certificate. 

 

4.4.2. Publication of the Certifi
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4.5.2. Relying Party Public Key and Certificate Usage 

Certificates comply with the policies provided by DirectTrust. Relying Parties are expected 

to understand these policies. DigiCert publishes repositories for checking as specified in 

section 2.1. Relying Parties are expected to review the CRL on a regular basis and reject 

Certificates found on it and/or respect the Certificate status reflected in an OCSP response. 

 

DigiCert does not warrant that any third-party software will support or enforce the controls 

and requirements found herein. A Relying Party should use discretion when relying on a 

certificate and should consider the totality of the circumstances and risk of loss prior to 

relying on a certificate. If the circumstances indicate that additional assurances are required, 

the Relying Party must obtain such assurances before using the certificate. 

 

4.6. CERTIFICATE RENEWAL 

Certificate renewal consists of issuing a new Certificate with a new validity period and serial number 

while retaining all other information in the original Certificate including the Public Key. After 

Certificate renewal, the old Certificate may or may not be revoked, but cannot be further re‐keyed, 

renewed, or modified. 

 

4.6.1. Circumstance for Certificate Renewal 

DigiCert may renew a certificate if: 

 

• The associated Public Key has not reached the end of its validity period, 

• The Subscriber and attributes are consistent, and 

• The associated Private Key remains uncompromised. 

 

DigiCert may also renew a certificate if a CA Certificate is re‐keyed or as otherwise necessary 

to provide services to a customer. 

 

4.6.2. Who May Request Renewal 

Only the certificate subject or an authorized representative of the certificate subject may 
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4.6.5. Conduct Constituting Acceptance of a Renewal Certificate 

Renewed certificates are considered accepted 30 days after the certificate’s renewal, or 

earlier upon use of the certificate when evidence exists that the Subscriber used the 

certificate. 

 

4.6.6. Publication of the Renewal Certificate by the CA 

DigiCert publishes a renewed certificate by delivering it to the Subscriber in accordance with 

section 2.1. 

 

4.6.7. Notification of Certificate Issuance by the CA to Other Entities 

No Stipulation. 

 

4.7. CERTIFICATE RE-KEY 

Re‐keying a Certificate consists of creating new Certificates with a different Public Key (and serial 

number) while retaining the remaining contents of the old Certificate that describe the subject. The 

new Certificate may be assigned a different validity period, key identifiers, specify a different CRL 

distribution point or OCSP responder location, and/or be signed with a different key. Re‐key of a 
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4.7.5. Conduct Constituting Acceptance of a Re-keyed Certificate 

See section 4.4.1. 

 

4.7.6. Publication of the Issued Certificate by the CA 

See section 4.4.2. 

 

4.7.7. Notification of Certificate Issuance by the CA to Other Entities 

See section 4.4.3. 

 

4.8 CERTIFICATE MODIFICATION 

Certificate modification consists of creating a new Certificate with subject information (e.g., a name 

or email address) that differs from the old Certificate. The new Certificate may have the same or 

different subject Public Key. 

 

After Certificate modification, the old Certificate is not further re‐keyed, renewed, or modified. 

Whether or not the old Certificate is required to be revoked is determined in accordance with section 

4.9 

 

4.8.1 Circumstances for Certificate Modification 

DigiCert or an RA may modify certificates in the following circumstances: 

 

• For a Subscriber organization name change or other Subscriber characteristic change; or 

• To correct subject name attributes or extension settings. 

 

The original certificate may be revoked, but cannot be further re‐keyed, renewed, or 

modified. 

 

4.8.2 Who May Request Certificate Modification 

DigiCert or an RA modifies certificates when the Subscriber or their authorized 
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4.8.5 Conduct Constituting Acceptance of a Modified Certificate 

See section 4.4.1. 

 

4.8.6 Publication of the Modified Certificate by the CA 

See section 4.4.2. 

 

4.8.7 Notification of Certificate Modification by the CA to Other Entities 

See section 4.4.3. 

 

4.9 CERTIFICATE REVOCATION AND SUSPENSION 

4.9.1 Circumstances for Revocation 

Revocation of a certificate permanently ends the operational period of the certificate prior to 

the certificate reaching the end of its stated validity period. Prior to revoking a certificate, 

DigiCert verifies the identity and authority of the entity requesting revocation. A DirectTrust 

Certificate will be revoked when the binding between the subject and the subject’s Public 
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4.9.10 On-line Revocation Checking Requirements 

A Relying Party for DigiCert Private PKI Certificates must check the status of a certificate on 

which they wish to rely on with methods as specified in this section. 

 

4.9.11 Other Forms of Revocation Advertisements Available 

No stipulation.
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Subscriber Agreement expires without renewal. A Subscriber with an unexpired Certificate who is no 

longer using the Certificate in an approved manner (e.g., for Direct Project secure communications) 

should have their Certificate revoked. 

 

4.12 KEY ESCROW AND RECOVERY 

4.12.1 Key Escrow and Recovery Policy Practices 

No stipulation. 

 

4.12.2 Session Key Encapsulation and Recovery Policy and Practices 

No stipulation. 
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5 FACILITY, MANAGEMENT, AND OPERATIONAL CONTROLS 

5.1 PHYSICAL CONTROLS 

DigiCert and RA equipment is protected from unauthorized access at all times. 

 

5.1.1 Site Location and Construction 

DigiCert performs its CA operations from secure and geographically diverse commercial data 

centers. The data centers are equipped with logical and physical controls that make 

DigiCert’s CA operations inaccessible to non‐trusted personnel as described in section 5.1.2. 

DigiCert operates under a security policy designed to detect, deter, and prevent 

unauthorized access to DigiCert's operations. 

 

RA are expected to maintain the same levels of protection and requirements of the 

DirectTrust CP and describe those practices in their RPS if applicable. 

 

5.1.2 Physical Access 

DigiCert and RAs protect equipment from unauthorized access and implements physical 

controls to reduce the risk of equipment tampering. 

 

For DigiCert, the secure parts of DigiCert CA hosting facilities are protected using physical 

access controls making them accessible only to appropriately authorized individuals in 

layers of security as described here. Access to secure areas of the buildings requires the use 

of an "access" or "pass" card. The buildings are equipped with motion detecting sensors, and 

the exterior and internal passageways of the buildings are under constant video surveillance 

in each subsequent area. DigiCert securely stores all removable media and paper containing 

sensitive plain‐text information related to its CA operations in secure containers in 

accordance with its Data Classification Policy. 

 

Access to the data centers housing the CA platforms requires two‐factor authentication—the 

individual must have an authorized access card and pass biometric access control 

authenticators. These biometric authentication access systems log each use of the access 

card that specify which layers of security they have access to based on their trusted role 

status and designated responsibilities described in section 5.2.1. 

 

DigiCert deactivates and securely stores its CA equipment when not in use. Activation data 

must either be memorized or recorded and stored in a manner commensurate with the 

security afforded the cryptographic module. Activation data is never stored with the 

cryptographic module or removable hardware associated with equipment used to 

administer DigiCert’s private keys. Cryptographic hardware includes a mechanism to lock 

the hardware after a certain number of failed login attempts. 

 

DigiCert personnel perform periodic security checks of the data center to verify that: 

 

1. DigiCert’s equipment is in a state appropriate to the current mode of operation, 

2. Any security containers are properly secured, 
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3. Physical security systems 
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• Performing or overseeing internal compliance audits to ensure that the CA is 

operating in accordance with its CPS and this CP. 

 

5.2.1.4 Operator 

The operator role is responsible for the routine operation of the CA equipment and 

operations such as system backups and recovery or changing recording media. 
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For Trusted Roles maintained by RAs external to DigiCert, these requirements will be 

addressed in their respective RPS. 

 

5.3.2 Background Check Procedures
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5.3.7 Independent Contractor Requirements 

Independent contractors who are assigned to perform trusted roles are subject to the duties 

and requirements specified for such roles in this Section 5.3 must perform their duties as 

prescribed and are subject to sanctions stated above in Section 5.3.6. Otherwise, 

independent contractors and consultants are escorted and directly supervised by Trusted 

Persons when they are given access to DigiCert and any of its secure facilities. 

 

5.3.8 Documentation Supplied to Personnel 

Personnel in trusted roles are provided with the documentation necessary to perform their 

duties. Personnel are also given access to information on internal systems and security 

documentation, identity vetting policies and procedures, discipline‐specific books, treatises 

and periodicals, and other information. 

 

For Trusted Roles maintained by RAs external to DigiCert, these requirements will be 

addressed in their respective RPS and will include the relevant CP, this CP/CPS, and 

technical specification documents. 

 

 

5.4 AUDIT LOGGING PROCEDURES
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5.4.2 Frequency of Processing Log 

When checking logs, the administrator may perform the checks using automated tools. 

During these checks, the administrator: 

 

1. checks whether anyone has tampered with the log, 

2. scans for anomalies or specific conditions, including any evidence of malicious activity, 

and 

3. prepares a written summary of the review. 

 

Any anomalies or irregularities found in the logs are investigated. The summaries include 

recommendations to DigiCert’s operations management committee and are made available 

to DigiCert's auditors upon request. DigiCert documents any actions taken as a result of a 

review. 

 

5.4.3 Retention Period for Audit Log 

Security audit log data is available on the CA equipment for a minimum of two months. 

 

5.4.4 Protection of Audit Log 

CA audit log information is retained on equipment until after it is copied by a system 

administrator. DigiCert’s CA systems are configured to ensure that: 

 

1. only authorized people have read access to logs, 

2. only authorized people may archive audit logs, and 

3. audit logs are not modified. 

 

Audit logs are protected from destruction prior to the end of the audit log retention period 

and are retained securely on‐site until transferred to a backup site. 

 

5.4.5 Audit Log Backup Procedures 

Security audit data may be backed up at least monthly and stored off‐site in a secure 

location. 
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6 TECHNICAL SECURITY CONTROLS 

6.1 KEY PAIR GENERATION AND INSTALLATION 

6.1.1 Key Pair Generation 

6.1.1.2 CA Key Pair Generation 

CA key pairs are generated by trusted roles and using a cryptographic hardware 

device. Typically, the cryptographic hardware is evaluated to FIPS 140‐1 Level 3 and 

EAL 4+. Community requirements may specify a lower version of control. DigiCert 

creates auditable evidence during the key generation process to prove that the 

CP/CPS was followed and role separation was enforced during the key generation 

process. 

 

6.1.1.3 Subscriber Key Pair Generation 

Cryptographic key pairs for Subscriber Certificates are created on physical 

hardware that is well protected. The cryptographic module used for key generation 

are in accordance with section 6.2.1 of this CP/CPS.  

 

6.1.2 Private Key Delivery to Subscriber 

If Subscribers generate their own key pairs or there is no key delivery to Subscriber, then 

this section does not apply. 

 

When DigiCert or a CA generate key pairs on behalf of the Subscriber, the private key is 

delivered securely to the Subscriber Private keys meeting the following requirements: 

 

• Anyone who generates a private signing key for a Subscriber shall not retain any copy of 

the key after delivery of the private key to the Subscriber. 

• The pri
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6.2.5 Private Key Archival 

No stipulation. 

 

6.2.6 Private Key Transfer into or from a Cryptographic Module 

CA private keys are transferred from one cryptographic module to another to perform CA 

key backup procedures in section 6.3.4. 

 

All other keys are generated by and in a cryptographic module. In the event that a private 

key is to be transported from one cryptographic module to another, the private key is 

encrypted during transport; private keys never exist in plaintext form outside the 

cryptographic module boundary. 

 

6.2.7 Private Key Storage on Cryptographic Module  

If private keys are stored in a cryptographic module, then the module is required to meet 

section 6.2.1 as applicable for the entity. 

 

6.2.8 Method of Activating Private Keys 

DigiCert's Private Keys are activated according to the specifications of the cryptographic 

module manufacturer. Activation data entry is protected from disclosure. 

 

DigiCert protects the activation data for their private keys against loss, theft, modification, 

disclosure, or unauthorized use. 

 

CA administrators are authenticated to the cryptographic token before the activation of the 

associated private key(s). Entry of activation data is protected from disclosure (i.e., the data 

is not be displayed while it is entered). 

 

Subscribers are solely responsible for protecting their Private Keys. Subscribers should use a 

strong password or equivalent authentication method to prevent unauthorized access or use 

of the Subscriber’s Private Key. At a minimum, Subscribers or Custodians are required to 

authenticate themselves to the cryptographic module before activating their private keys. 

Authentication to the cryptographic module in order to activate the Private Key associated 

with a given certificate requires authentication commensurate with the AAL asserted in the 

certificate. 

 

6.2.9 Method of Deactivating Private Keys 

DigiCert’s Private Keys are deactivated via logout procedures on the applicable HSM device 

when not in use. DigiCert never leaves its HSM devices in an active unlocked or unattended 

state. Subscribers should deactivate their Private Keys via logout and removal procedures 

when not in use. 3 Custodial Subscriber Key Stores hold keys for a number of Subscriber 

certificates in one location. 

 





55  

6.4.2 Activation Data Protection 

DigiCert protects data used to unlock private keys from disclosure using a combination of 

cryptographic and physical access control mechanisms. Protection mechanisms include 

keeping activation mechanisms secure using role‐based physical control. All DigiCert 

personnel are instructed to memorize and not to write down their password or share it with 

another individual. DigiCert locks accounts used to access secure CA processes if a certain 

number of failed password attempts occur. DigiCert protects the activation data for its 

private keys using methods that protect against the loss, theft, modification, unauthorized 

disclosure, or unauthorized use of such private keys. These details are maintained in the 

disaster recovery procedures. DigiCert maintains an audit trail of Secret Shares, and 

Shareholders participate in the maintenance of an audit trail. 

 

6.4.3 Other Aspects of Activation Data 

6.4.3.1 Activation of Private Key for Content Commitment 

For credentials that carry the Content Commitment bit, Subscribers are 

authenticated to the cryptographic module prior to activation of the Private Key 

prior to each digital signature. Authentication to the cryptographic module in order 

to activate the Private Key associated with a given certificates require 

authentication commensurate with the AAL asserted in the certificate.

6
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Level of Authentication Authentication Requirements 

DirectTrust Auth AAL1 This level of authentication provides some 

assurance that the Subscriber or authorized End 

User controls an authenticator registered to the 

Subscriber or End User. Single‐factor Authentication 

is required using a wide range of available 

authentication technologies. Successful 

authentication requires that the Subscriber or End 

User prove possession and control of the 

Authenticator(s) through a secure authentication 

protocol. 

DirectTrust Auth AAL2 This level of authentication provides high 

confidence that the Subscriber or authorized End 

User controls an authenticator registered to the 

Subscriber or End User. Proof of possession and 

control of two different authentication factors is 

required through a secure authentication protocol 

and, when applicable, using approved cryptographic 

techniques. 

DirectTrust Auth AAL3 This level of authentication provides very high 

confidence that the Subscriber or authorized End 

User controls an authenticator registered to the 

Subscriber or End User. Authentication is based on 

proof of possession of a key through a 

cryptographic protocol. A hardware‐based 

cryptographic authenticator and an authenticator 

that provides verifier impersonation resistance is 

required. 

 

6.5 COMPUTER SECURITY CONTROLS 

6.5.1 Specific Computer Security Technical Requirements 

Computer security controls are required to ensure CA operations are performed as configure 

its CA systems, including any remote workstations, to: 

 

1. Authenticate the identity of users before permitting access to the system or applications; 

2. Manage the privileges of users and limit users to their assigned roles; 

3. Generate and archive audit records for all transactions; 

4. Enforce domain integrity boundaries for security critical processes; and 

5. Support recovery from key or system failure. 

 

DigiCert secures its CA systems and authenticates and protects communications between its 

systems and trusted roles. DigiCert's CA servers and support‐and‐vetting workstations run 

on trustworthy systems that are configured and hardened using industry best practices. 
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AAL OID. If the Certificate is issued to a Device, the Device Certificate OID is asserted. 
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following OID: 

 

• sha256WithRSAEncryption: {iso(1) member‐body(2) us(840) rsadsi(113549) pkcs(1) 

pkcs‐1(1) 11}. 

 

7.3 OCSP PROFILE 

7.3.1 Version Number(s) 

DigiCert’s OCSP responders conform to version 1 of RFC 2560. 

 

7.3.2 OCSP Extensions 

Extensions are set in accordance with RFC 2560. 
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8 COMPLIANCE AUDIT AND OTHER ASSESSMENT 

8.1 FREQUENCY OR CIRCUMSTANCES OF ASSESSMENT 

DigiCert undergo an audit of its compliance with the DirectTrust CP at least once every two years. 

Audits referencing this CP/CPS shall cover DigiCert’s CA systems, Sub CAs, and OCSP Responders. 

RAs must comply with the audit requirements as specified in the legal agreements, the CP, relevant 

technical specification requirements, and this CP/CPS. How those audit requirements are met will be 

stipulated in their RPS if applicable. 

 

8.2 IDENTITY/QUALIFICATIONS OF ASSESSOR 

DigiCert select auditors that demonstrate competence in the field of compliance audits. The CA 

compliance auditor must be thoroughly familiar with the requirements which the CA imposes on the 

issuance and management of its Certificates. 

 

8.3 ASSESSOR'S RELATIONSHIP TO ASSESSED ENTITY 

The CA Declaration of Compliance describes the auditor’s relationship to DigiCert, indicating whether 

the auditor is internal or an independent compliance auditor. 

 

8.4 TOPICS COVERED BY ASSESSMENT 

DigiCert will follow a DirectTrust accreditation program if provided. This program will certify the 

compliance of CAs, RAs, and Custodians (e.g. HISPs), in which case the program will outline the topics 

covered by assessment. 

 

8.5 ACTIONS TAKEN AS A RESULT OF DEFICIENCY 

If an audit reports a material noncompliance with applicable law, this CP/CPS, or any other 

contractual obligations related to DigiCert’s services, then: 

 

1. the auditor will document the discrepancy, 

2. the auditor will promptly notify DigiCert, and 

3. DigiCert will develop a plan to cure the noncompliance. 

 

DigiCert will submit the plan to the DCPA and/or DirectTrust. The DCPA may require additional 

action if necessary to rectify any significant issues created by the non‐ compliance, including 

requiring revocation of affected certificates. 

 

RAs must comply with the audit requirements as specified in the legal agreements, the CP, relevant 

technical specification requirements, and this CP/CPS. How those audit requirements are met will be 

stipulated in their RPS if applicable. 

 

8.6 COMMUNICATION OF RESULTS 

The results of each audit and declaration of compliance are reported to the DCPA and to the 

designated DirectTrust web page. DigiCert may elect to share the audit report results with other 

entities in its sole discretion. 
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• Activation data used to access Private Keys or to gain access to the CA system; 

• Business continuity, incident response, contingency, and disaster recovery plans; 

• Other security practices used to protect the confidentiality, integrity, or availability of 

information; Information held by DigiCert as private information in accordance with 

Section 9.4; 

• Audit logs and archive records; and 

• Transaction records, financial audit records, and audit trail records and any audit 

reports (with the exception of an auditor’s letter confirming the effectiveness of the 

controls set forth in this CP/CPS). 
 

9.3.2 Information Not Within the Scope of Confidential Information 

Any information not listed as confidential is considered public information. Published 

certificate and revocation data is considered public information. 
 

9.3.3 Responsibility to Protect Confidential Information 

DigiCert’s employees, agents, and contractors are responsible for protecting confidential 

information and are contractually obligated to do so. Employees receive training on how to 

h
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• Is not responsible for failing to comply with this CP/CPS because of circumstances 

outside of DigiCert’s control. 
 

9.6.2 RA Representations and Warranties 

RAs represent that: 
 

1. The RA’s certificate issuance and management services conform to this CP/CPS, 
2. Information provided by the RA does not contain any false or misleading information, 
3. Translations performed by the RA are an accurate translation of the original 

information, and 
4. All certificates requested by the RA meet the requirements of this CP/CPS. DigiCert’s 

agreement with the RA may contain additional representations. 
 

9.6.3 Subscriber Representations and Warranties 

Subscribers are solely responsible for any misrepresentations they make to third parties and 

for all transactions that use the Subscriber’s Private Key, regardless of whether such use was 

authorized. Subscribers are required to notify DigiCert and any applicable RA if a change 

occurs that could affect the status of the certificate. Subscribers represent to DigiCert, 
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limitations on liability related to the use of certificates, 

3. Has read, understands, and agrees to the DigiCert Relying Party Agreement and this 

CP/CPS, 

4. Verified both the DigiCert certificate and the certificates in the certificate chain using the 

relevant CRL or OCSP, 

5. Will not use a DigiCert certificate if the certificate has expired or been revoked, and 

6. Will take all reasonable steps to minimize the risk associated with relying on a digital 

signature, including only relying on a DigiCert certificate after considering: 

 
a) applicable law and the legal requirements for identification of a party, protection of 

the confidentiality or privacy of information, and enforceability of the transaction; 
b) the intended use of the certificate as listed in the certificate or this CP/CPS, 
c) the data listed in the certificate, 
d) the economic value of the transaction or communication, 
e) the potential loss or damage that would be caused by an erroneous identification or 

a loss of confidentiality or privacy of information in the application, transaction, or 
communication, 

f) the Relying Party’s previous course of dealing with the Subscriber, 
g) 
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with relying parties may contain different limitations on liability, in which case the agreement 

controls. 
 

All liability is limited to actual and legally provable damages. DigiCert is not liable for:  

 

1. Any indirect, consequential, special, or punitive damages or any loss of profit, revenue, data, or 

opportunity, even if DigiCert is aware of the possibility of such damages; 

2. Liability related to fraud or willful misconduct of the Applicant; 

3. Liability related to use of a certificate that exceeds the limitations on use, value, or transactions 

as stated either in the certificate or this CP/CPS; 

4. Liability related to the security, usability, or integrity of products not supplied by DigiCert, 

including the Subscriber’s and Relying Party’s hardware; or 

5. Liability related to the compromise of a Subscriber’s Private Key. 
 

The limitations in this section apply to the maximum extent permitted by law and apply regardless 

of:
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any cross‐ signed entities, and their respective directors, officers, employees, agents, and 

contractors against any loss, damage, or expense, including reasonable attorney’s fees, 

related to the Relying Party’s: 

 

i. breach of the Relying Party Agreement, an End‐User License Agreement, this CP/CPS, 

or applicable law; 

ii. unreasonable reliance on a certificate; or 

iii. failure to check the certificate’s status prior to use. 
 

9.10 TERM AND TERMINATION 

9.10.1. Term 

This CP/CPS and any amendments to the CP/CPS are effective when adopted by the DCPA 

and remain in effect until replaced with a newer version. 
 

9.10.2. Termination  

This CP/CPS and any amendments remain in effect until replaced by a newer version. 
 

9.10.3. Effect of Termination and Survival 

DigiCert will communicate the conditions and effect of this CP/CPS’s termination via email or 

the DigiCert repository. The communication will specify which provisions survive 

termination. At a minimum, all responsibilities related to protecting confidential information 

will survive termination. All agreements remain effective until the certificate is revoked or 

expired, even if this CP/CPS terminates. 
 

9.11 INDIVIDUAL NOTICES AND COMMUNICATIONS WITH PARTICIPANTS 

DigiCert accepts notices related to this CP/CPS at the locations specified in Section 2.2. Notices are 

deemed effective after the sender receives a valid and digitally signed acknowledgment of receipt 

from DigiCert. If an acknowledgement of receipt is not received within five days, the sender must 

resend the notice in paper form to the street address specified in Section 2.2 using either a courier 

service that confirms delivery or via certified or registered mail with postage prepaid and return 

receipt requested. DigiCert may allow other forms of notice in the relevant customer agreement. 
 

9.12 AMENDMENTS 

9.12.1 Procedure for Amendment 

This CP/CPS is periodically reviewed and updated by the DCPA. Controls are in place to 

reasonably ensure that this CP/CPS is not amended and published without the prior 

authorization of the DCPA. 
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9.16.4 Enforcement (attorneys' fees and waiver of rights) 

DigiCert may seek indemnification and attorneys' fees from a party for damages, losses, and 

expenses related to that party's conduct. DigiCert’s failure to enforce a provision of this 

CP/CPS does not waive DigiCert’s right to enforce the same provision later or right to 

enforce any other provision of this CP/CPS. To be effective, waivers must be in writing and 

signed by DigiCert. 
 

9.16.5 Force Majeure 

DigiCert is not liable for any delay or failure to perform an obligation under this CP/CPS to 

the extent that the delay or failure is caused by an occurrence beyond DigiCert’s reasonable 

control. The operation of the Internet is beyond DigiCert’s reasonable control. Clauses for 

force majeure will be added to the extent of applicable law for relevant parties and affiliates 

within the associated legal agreements. 
 

9.17 OTHER PROVISIONS 

No stipulation unless otherwise specified in the relevant legal agreements. 


