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1. INTRODUCTION 

1.1. OVERVIEW 
This Certificate Policy (CP) defines the procedural and operational requirements that DigiCert, 
as an Entity CA of the Federal Bridge Certification Authority (FBCA) requires entities to 
adhere to when issuing and managing Certificates defined by and governed by the FBCA CP by 
the Federal Public Key Infrastructure Policy Authority (FPKI PA).  

 
This document specifies the policies DigiCert adopts to meet the current versions of the 
following policy: 

 
Name of Policy/Guideline/ 
Requirement Standard 

Location of Source Document/Language 

X.509 Certificate 
Policy for the 
Federal Bridge 
Certification Authority 
v. 3.0 

https://playbooks.idmanagement.gov/fpki/#where
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The FPKIPA is responsible for: 
 Maintaining the FBCA CP, 

 Approving applications from Entities, like DigiCert, requesting cross-certification with the FBCA, 

 Ensuring the legitimacy of DigiCert and the authority of designated individuals to act on behalf of 
DigiCert, 

 
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Relying Parties make risk-informed decisions when certificates are used to manage the 
identities of systems and users by evaluating the environment, associated threats, and 
vulnerabilities.  This evaluation is done by the relying party and is not controlled by DigiCert 
or the FPKI

mailto:policy@digicert.com
http://www.digicert.com/
mailto:policy@digicert.com
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DigiCert Technical Support 
Suite 500 
2801 N. Thanksgiving Way 
Lehi, UT 84043 USA 
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2.4 ACCESS CONTROLS ON REPOSITORIES 
Repositories hosting CA certificates, CRLs, and pre-generated OCSP responses (if implemented) must 
be publicly accessible.  Information not intended for public dissemination or modification must be 
protected.  
 
Posted certificates, CRLs, and pre-generated OCSP responses may be replicated in additional 
repositories for performance enhancement. 
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3 IDENTIFICATION AND AUTHENTICATION 

3.1 NAMING 

3.1.1 Types of Names 
This CP establishes requirements from the FBCA CP for both subject distinguished names and 
subject alternative names. 
 
CA certificates must contain a non-null subject Distinguished Name (DN).  All RA certificates 
must include a non-NULL subject DN.  The FBCA CP does not restrict the types of names that 
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The subject name in CA certificates must match the issuer name in certificates issued by the CA, as 
required by [RFC 5280]. 

 
3.1.3 Anonymity or Pseudonymity of Subscribers 

Subscriber certificates must not contain anonymous or pseudonymous identities. 
 

DNs in subscriber certificates issued by DigiCert may contain a pseudonym (such as a large number) as 
long as name space uniqueness requirements are met. 

 
DigiCert may issue group certificates that identify subjects by their organizational roles. Name space 

uniqueness requirements as described in 3.1.5 must be met. 

 
3.1.4 Rules for Interpreting Various Name Forms 

Distinguished Names in Certificates are interpreted using the X.500 series and ASN.1 syntax. 
 
E-mail addresses are interpreted using [RFC 5322]. 

 
3.1.5 Uniqueness of Names 

DigiCert enforces name uniqueness within the X.500 namespace. Name uniqueness is not violated when multiple 
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Trusted Agent or an entity certified by a State or Federal Entity as being authorized to confirm 
identities; information provided must be verified to ensure legitimacy.  A trust relationship 
between the Trusted Agent and the applicant which is based on an in-person antecedent may 
suffice as meeting the in-person identity proofing requirement.  Credentials required are one 
Federal Government-issued Picture I.D., one REAL ID Act compliant picture ID2, or two Non-
Federal Government I.D.s, one of which must be a photo I.D. Any credentials presented must be 
unexpired. 
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 Verification of digitally signed messages sent from the sponsor (using certificates of equivalent or greater 
assurance than that being requested). 

 
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4.  CERTIFICATE
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4.2.2 Approval or Rejection of 
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The certificate shall be used lawfully in accordance with DigiCert’s Subscriber Agreement the 
terms of this CP and the DigiCert FBCA CP. 

 
All Subscribers shall protect their Private Keys from unauthorized use or disclosure by third 
parties and shall use their Private Keys only for their intended purpose in accordance with 
section 9.6.3. 
 
Restrictions in the intended scope of usage for a private key are specified through 
certificate extensions, including the key usage and extended key usage extensions, in the 
associated certificate. 

4.5.2 Relying Party Public Key and Certificate Usage 
Relying Parties shall use software that is compliant with X.509 and applicable IETF PKIX 
standards. DigiCert shall specify restrictions on the use of a Certificate through certificate 
extensions and shall specify the mechanism(s) to determine certificate validity (CRLs and 
OCSP). 

 
Relying Parties must process and comply with this information in accordance with their 
obligations as Relying Parties. A Relying Party should use discretion when relying on a 
Certificate and should consider the totality of the circumstances and risk of loss prior to 
relying on a Certificate. Relying on a digital signature or Certificate that has not been 
processed in accordance with applicable standards may result in risks to the Relying Party. 
The Relying Party is solely responsible for such risks. If the circumstances indicate that 
additional assurances are required, the Relying Party must obtain such assurances before 
using the Certificate. 

4.6 CERTIFICATE RENEWAL 
Renewing a certificate means creating a new certificate with a new serial number where all certificate subject 
information, including the subject public key and subject key identifier, remain unchanged.   
 
The new certificate may have an extended validity period and may include new issuer information (e.g., different CRL 
distribution point, AIA and/or be signed with a different issuer key). 
 
Once renewed, the old certificate may or may not be revoked, but must not be reused for requesting further renewals, 
re-keys, or modifications. 
 

4.6.1 Circumstance for Certificate Renewal 
A certificate may be renewed if the public key has not reached the end of its validity period, the associated private key 
has not been compromised, and the Subscriber name and attributes are unchanged.  In addition, the validity period of 
the certificate must meet the requirements specified in Section 6.3.2 of this CP and the FBCA CP. 
 
CA certificates and Delegated OCSP responder certificates may be renewed so Tm
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4.7.6 Publication of the Rekeyed Certificate by the CA 
As specified in Section 4.4.2. 

 
4.7.7 Notification of Certificate



24  

 
4.8.7 Notification of Certificate Modification by the CA to Other Entities 

As specified in Section 4.4.3. 

 
4.9 CERTIFICATE REVOCATION AND SUSPENSION 

Revocation requests must be authenticated.  Requests to revoke a certificate may be 
authenticated using that certificate's associated private key, regardless of whether or not the 
private key has been compromised. 
 
For Medium, and Basic Assurance, DigiCert must publish CRLs. 
 
DigiCert must notify the FPKIPA at least two weeks prior to the revocation of a CA certificate, 
whenever possible.  For emergency revocation, DigiCert must follow the notification 
procedures in Section 5.7 of this CP and the FBCA CP. 
 

4.9.1 Circumstances for Revocation 
A certificate must be revoked when the binding between the subject and the subject’s 
public key defined within the certificate is no longer considered valid.  Examples of 
circumstances that invalidate the binding are: 

 Identifying information or affiliation components of any names in the certificate 
becomes invalid.  Examples include  

o Subscriber no longer affiliated with sponsoring entity  
o A wild card certificate has been issued with a name where PKI Sponsor 

does not exercise control of the entire namespace associated with the 
wild card certificate.  

 Privilege attributes asserted in the Subscriber’s certificate are reduced.  

 The Subscriber can be shown to have violated the stipulations of its Subscriber 
agreement.  

 There is reason to believe the private key has been compromised.  

 The Subscriber or other authorized party (as defined in the CPS) asks for his/her 
certificate to be revoked.  

 The failure of DigiCert to adequately adhere to the requirements of the FBCA CP 
or the approved DigiCert FBCA CPS.  

 
DigiCert must, at a minimum, revoke certificates for the reason of key compromise upon 
receipt of an authenticated request from an appropriate entity.   
 
For certificates that express an organizational affiliation, DigiCert must require that the 
organization inform the DigiCert of any changes in the subscriber affiliation.  If the 
affiliated organization no longer authorizes the affiliation of a Subscriber, DigiCert must 
revoke any certificates issued to that Subscriber containing the organizational affiliation.  
If an organization terminates its relationship with DigiCert such that it no longer provides 
affiliation information, DigiCert must revoke all certificates affiliated with that 
organization. 
 
If it is determined that revocation is required, the associated certificate must be revoked 
and placed on the CRL.  Revoked certificates must be included on all new publications of 
the certificate status information until the certificates expire. 
 
 

4.9.2 Who Can Request Revocation 
DigiCert may summarily revoke certificates it has issued.  A written notice and brief explanation 
for the revocation must subsequently be provided to the Subscriber.  
 
DigiCert or other authorized agency officials may request the revocation of a Subscriber’s 
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certificate.  
 
DigiCert must, at a minimum, accept revocation requests from subscribers.  DigiCert must 
accept revocation requests from the Affiliated Organization named in the certificate.  Requests 
for certificate revocation from other parties may be supported by DigiCert.   
 

4.9.3 Procedure for Revocation Request 
DigiCert must revoke certificates upon receipt of sufficient evidence of compromise or loss of the subscriber’s 
corresponding private key. 

If it is determined that a private key used to authorize the issuance of one or more certificates 
may have been compromised, all certificates directly or indirectly authorized by that private 
key since the date of actual or suspected compromise must be revoked or must be verified as 
appropriately issued. 

 
4.9.4 Revocation Request Grace Period 

The revocation request grace period is the time available to the subscriber within which the 
subscriber must make a revocation request after reasons for revocation have been identified. 
 
In the case of key compromise, DigiCert must request revocation within one hour of 
confirmation. 

 
4.9.5 Time within which CA Must Process the Revocation Request 

DigiCert will revoke subscriber certificates as quickly as practical upon receipt of a proper 
revocation request.  Revocation requests must be processed before the next CRL is published, 
excepting those requests validated within two hours of CRL issuance.  Revocation requests 
validated within two hours of CRL issuance must be processed before the following CRL is 
published.  

 

4.9.6 Revocation Checking Requirements for Relying Parties 
Relying parties are expected to verify the validity of certificates as specified in [RFC 5280]. 
 
Use of revoked certificates could have damaging or catastrophic consequences.  The matter of 
how often new revocation data should be obtained is a determination to be made by the 
Relying Party, considering the risk, responsibility, and consequences for using a certificate 
whose revocation status cannot be guaranteed. 
 

4.9.7 CRL Issuance Frequency 
For this CP, CRL issuance encompasses both CRL generation and publication. 
 
CRLs must be issued periodically, even if there are no changes to be made, to ensure timeliness of information.  
 
For all other certificate assurance levels in this CP, online CRLs are set at a maximum interval for CRL issuance of every 
24 hours.  

4.9.8 Maximum Latency for CRLs 
DigiCert publishes CRLs within 4 hours of generation. 

 
Furthermore, each CRL must be published no later than the time specified in the nextUpdate 
field of the previously issued CRL for same scope. 
 
Note: If pre-generation of CRLs is implemented, the thisUpdate field will be the date of 
generation.  The nextUpdate value will be beyond the date of planned publication. 

 
4.9.9 On-line Revocation Checking Availability 

OCSP services must be designed and implemented so as to provide 99% availability overall and 
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limit scheduled down-time to 0.5% annually, with resources sufficient to provide a response 
time of ten (10) seconds or less under normal operating conditions. 

 
4.9.10 Online Revocation Checking Requirements 

On-line revocation status checking is optional for relying parties.  For certificates where revocation status online 
checking is not available, CRLs must be used. 

 

4.9.11 Other Forms of Revocation Advertisements Available 
No stipulation. 

 

4.9.12 Special Requirements Related to Key Compromise 

When a CA certificate is revoked or subscriber certificate is revoked because of compromise, or 
suspected compromise, of a private key, an emergency CRL must be published based on the 
assurance level within the maximum latency time frames for emergency CRL Issuance listed 
below: 

 Basic, within 24 hours after the notification.  

 Mediumwithin 18 hours after notification.  

 

4.9.13 Circumstances for Suspension 

No stipulation. 

 
4.9.14 Who Can Request Suspension 

No stipulation 
 

4.9.15 Procedure for Suspension Request 
No stipulation. 
 

4.9.16 Limits on Suspension Period 
No stipulation. 

 

4.10 CERTIFICATE STATUS SERVICES 
 

4.10.1 Operational Characteristics 
No stipulation. 

4.10.2 Service Availability 
No stipulation.  

4.10.3 Optional Features 
No stipulation.  

4.11 END OF SUBSCRIPTION 
No Stipulation. 

 

4.12 KEY ESCROW AND RECOVERY 
No stipulation.  
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5. FACILITY, MANAGEMENT, AND OPERATIONAL CONTROLS 

5.1. PHYSICAL CONTROLS 
CA equipment must be protected from unauthorized access while the cryptographic module is installed and activated.  
DigiCert must implement physical access controls to reduce the risk of equipment tampering even when the 
cryptographic module is not installed and activated.  CA cryptographic tokens must be protected against theft, loss, 
and unauthorized use. 
 

All the physical control requirements specified below apply equally to all CAs, and any remote workstations used to 
administer the CAs except where specifically noted. 

5.1.1 Site Location and Construction 
The location and construction of the facility housing CA equipment, as well as sites housing 
remote workstations used to administer the CAs, must be consistent with facilities used to 
house high value, sensitive information.  The site location and construction, when combined 
with other physical security protection mechanisms such as guards, high security locks, and 
intrusion sensors, must provide robust protection against unauthorized access to all CA 
equipment and records. 

 
5.1.2 Physical Access 

The CA equipment, to include remote workstations used to administer the CAs, must always be 
protected from unauthorized access.  The security mechanisms must be commensurate with 
the level of threat in the equipment environment.   
 
DigiCert adheres to the following security requirements:  
 Ensure no unauthorized access to the hardware is permitted. 
 Ensure all removable media and paper containing sensitive plain-text information is 

stored in secure containers. 
 
The following requirements apply to DigiCert for issuing Mediumcertificates: 
 Ensure manual or electronic monitoring for unauthorized intrusion at all times. 
 Ensure an access log is maintained and inspected periodically. 
 Require two-person physical access control to both the cryptographic module and 

computer systems. 
 

Removable cryptographic modules, activation information used to access or enable 
cryptographic modules, and other sensitive CA equipment must be placed in secure containers 
when not in use.  Activation data must be either memorized, or recorded and stored in a 
manner commensurate with the security afforded the cryptographic module, and must not be 
stored with the cryptographic module or removable hardware associated with remote 
workstations used to administer the CA. 
 
A security check of the facility housing the CA equipment or remote workstations used to 
administer the CAs (operating at the Basic Assurance level or higher) must occur if the facility 
is to be left unattended.  At a minimum, the check must verify the following: 
 The equipment is in a state appropriate to the current mode of operation (e.g., that 

cryptographic modules are in place when “open”, and secured when “closed”; and for 
offline CAs, that all equipment other than the repository is shut down). 

 
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properly, whether accidentally or maliciously.  The personnel selected to fill these roles must be extraordinarily 
responsible or the integrity of the CA is weakened.  The functions performed in these roles form the basis of trust the 
entire PKI.  Two approaches are taken to increase the likelihood that these roles can be successfully carried out.  The 
first ensures that the person filling the role is trustworthy and properly trained.  The second distributes the functions 
among more than one person, so that any malicious activity would require collusion. 

 
The requirements of this policy are defined in terms of four roles; implementing organizations may define additional 
roles provided the following separation of duties are enforced. 
 

1. Administrator – authorized to install, configure, and maintain the CA, or, optionally, KED or DDS; establish 
and maintain system accounts; configure audit parameters; and generate PKI component keys. 

2. Officer – authorized to request or approve certificate issuance and revocations. 
3. Auditor – authorized to review, maintain, and archive audit logs. 
4. Operator – authorized to perform system backup and recovery. 

 
Administrators do not issue certificates to subscribers. 
 
These four roles are employed at the CA, RA, KRS, and CSS locations as appropriate for DigiCert.  Separation of duties 
must comply with Section 5.2.4, and requirements for two-person control with Section 5.2.2, regardless of the titles 
and numbers of Trusted Roles. 
 

5.2.1.1 Registration Officers – CMS, RA, Validation and Vetting Personnel 
The Registration Officer role is responsible for issuing and revoking Certificates. 

 

5.2.2 Number of Persons Required per Task 
Only one person is required per task for CAs operating at the Basic Levels of Assurance.   
 
Two or more persons are required for the follow DigiCert CAs for the following tasks: 

 CA, key generation. 

 CA signing key activation. 

 CA, private key backup. 
 

Where multiparty control is required, at least one of the participants must be an Administrator.  All participants must serve 
in a trusted role as defined in Section 5.2.1.  Multiparty control for logical access must not be achieved using personnel that 
serve in the Auditor Trusted Role. 

 
5.2.3 Identification and Authentication for each Role 
At all assurance levels an individual must identify and authenticate him/herself before being permitted to perform any 
actions set forth above for that role or identity. 

 
5.2.4 Roles Requiring Separation of Duties 

Individual personnel must be specifically designated to the four roles defined in Section 5.2.1 above.  Individuals may 
assume only one of the Officer, Administrator, and Auditor roles, but any individual may assume the Operator role.  
The CA, CMS, and RA software and hardware must identify and authenticate its users and must ensure that no user 
identity can assume both an Administrator and an Officer role, assume both the Administrator and Auditor roles, or 
assume both the Auditor and Officer roles.  No individual may have more than one identity. 

 
5.3 PERSONNEL CONTROLS 

5.3.1 Qualifications, Experience, and Clearance Requirements 
All persons filling trusted roles working on the DigiCert CA must be selected on the basis of loyalty, trustworthiness, 
and integrity.  Each person filling those specific trusted roles must satisfy at least one of the following: 

 
 The person must be a citizen of the country where DigiCert is located; or 
 For PKIs operated on behalf of multinational governmental organizations, the person must be a citizen of one of 

the member countries; or 
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 For PKIs located within the European Union, the person must be a citizen of one of the member States of the 
European Union; or 

 For RA personnel of DigiCert only, in addition to the above, the person may be a citizen of the country where the 
RA is located. 

 
5.3.2 Background Check Procedures 

DigiCert personnel must receive a favorable adjudication after undergoing a background 
investigation covering the following areas: 
 Employment; 
 Education; 
 Place of residence; 
 Law Enforcement; and 
 References. 

 
The period of investigation must cover at least the last five years for each area, excepting the residence check which 
must cover at least the last three years.  Regardless of the date of award, the highest educational degree must be 
verified. 
 

Adjudication of the background investigation must be performed by a competent adjudication authority using a 
process consistent with [Executive Order 12968] or equivalent.  
 
If a formal clearance is the basis for background check, the background refresh must be in accordance with the 
corresponding formal clearance.  Otherwise, the background check must be refreshed every ten years. 

 

5.3.3 Training Requirements 
All designated Trusted Role personnel performing duties with respect to the operation of the 
CA or RA must receive comprehensive training relevant to their duties. 
 
Training must be conducted in the following areas:  

 Security principles and mechanisms;  
 All PKI software versions in use on the system;  

 All PKI duties they are expected to perform;  


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policy.  
 
PKI vendors who provide any services must establish procedures to ensure that any subcontractors perform in 
accordance with this CP and the FBCA CPS. 

 

5.3.8 Documentation Supplied to Personnel 
Documentation sufficient to define duties and procedures for each trusted role must be provided to the personnel 
filling that role.    
 

5.4 AUDIT LOGGING PROCEDURES 
The objective of audit log processing is to review all actions to ensure they are made by authorized parties and for 
legitimate reasons.    

 
At a minimum, audit records must be generated for all applicable events identified in Section 5.4.1 of the FBCA CP and 
this CP and must be available during audit reviews and third-party audits. For CAs operated in a virtual environment, 
audit records must be generated for all applicable events on application software and all system software layers. 

 
Where possible, the security audit logs must be automatically collected.  Where this is not possible, a logbook, paper 
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Auditable Event Basic 
Medium 

 
signature, whether generated 
directly on the CA or generated by a 
related external system or process 
CERTIFICATE REVOCATION 
All records related to certificate 
revocation request authorization, 
approval and execution, whether 
generated directly on the CA or 
generated by a related external 
system or process 

X X 

CERTIFICATE STATUS CHANGE 
APPROVAL 
All records related to certificate 
status change request authorization, 
approval and execution, whether 
generated directly on the CA or 
generated by a related external 
system or process 

X X 

   
CA CONFIGURATION 
Any security-relevant changes to the 
configuration of the CA. The specific 
configuration items relevant to the 
environment in which the CA 
operates must be identified and 
documented. 

X X 

ACCOUNT ADMINISTRATION 
Roles and users are added or deleted X X 
The access control privileges of a 
user account or a role are modified 

X X 

CERTIFICATE PROFILE 
MANAGEMENT 
All changes to the certificate profile 

X X 

CERTIFICATE REVOCATION LIST 
PROFILE MANAGEMENT  
All changes to the certificate 
revocation list profile 

X X 

MISCELLANEOUS 
Appointment of an individual to a 
designated Trusted Role 

X X 

Installation of the Operating System X X 
Installation of the CA X X 
Installing hardware cryptographic 
modules 

 X 

Removing hardware cryptographic 
modules 

 X 
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Auditable Event Basic 
Medium 
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files).  If an automated audit system has failed, and the integrity of the system or confidentiality of the information 
protected by the system is at risk, operations must be suspended until the problem has been remedied. 

 
5.4.7 Notification to Event-causing Subject 

There is no requirement to notify a subject that an event was audited.  Real-time alerts are neither required nor 
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5.5.2 Retention Period for Archive 
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RA operations, to include any IT systems that facilitate RA functions, must maintain relevant archives for a minimum 
of 3 years after RA system replacement or termination. 

 
5.5.3 Protection of Archive 

Only Auditors, as described in Section 5.2, or other personnel specifically authorized by the CA, are permitted to add or 
delete records from the archive. Deletion of records identified in Section 5.5.1 before the end of the retention period is 
not permitted under any circumstances.  The contents of the archive must not be released except in accordance with 
Sections 9.3 and 9.4.   

 
Archive media must be stored in a safe, secure storage facility geographically separate from the CA in accordance with 
its records retention policies.  The transfer process between the backup environment and archive location must be 
documented.  

 
In order to ensure that records in the archive may be referenced when required, the CA must do one of the following: 
 Maintain the hardware or software required to process or read the archive records, or  
 Define a process to transfer records to a new format or medium when the old format or medium becomes 
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5.7 COMPROMISE AND DISASTER RECOVERY 
DigiCert must have an incident handling process, which documents any security incidents.  Security incidents may 
include violation or threat of violation to the system, improper usage, malicious or anomalous activity and violations of 
the DigiCert FBCA CPS, this CP, and the FBCA CP. 
  

5.7.1 Incident and Compromise Handling Procedures 
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Subscribers to repeat the initial certificate application process. 
 
DigiCert must post a notice on its web page describing the compromise.  See Section 5.7.1 for 
contents of the notice. 
 
A DigiCert-appointed governing body is encouraged to also investigate and report to the 
FPKIPA what caused the compromise or loss. 
 

5.7.3.2 KRS Private Key Compromise Procedures 
No stipulation. 

 
5.7.4 Business Continuity Capabilities after a Disaster 

The CA repository system must be deployed to provide 24-hour, 365 day per year availability with high levels of 
repository reliability. 

 
DigiCert must have recovery procedures in place to reconstitute the CA within 72 hours of failure.  

 
In the case of a disaster whereby the CA installation is physically damaged and all copies of the CA signature key are 
destroyed as a result, the FPKIPA must be notified at the earliest feasible time, and the FPKIPA must take whatever 
action it deems appropriate. 

 
5.8 CA OR RA TERMINATION 

For emergency termination, DigiCert must follow the notification procedures in Section 5.7.  
 
In the event the decision is made to terminate FBCA operations, of termination of the FBCA 
operation, the following must be accomplished prior to termination:  

 Revoke any issued certificates that have not expired  

 Generate and publish a final long term CRL with a nextUpdate time past the validity 
period of all issued certificates.  This final CRL must be available for all relying parties 
until the validity period of all issued certificates has passed.  

 Once the last CRL has been issued, destroy the private signing key(s) of the FBCA. 

 Transfer all archive data to an archival facility.  
 
Entities will be given as much advance notice as circumstances permit, and attempts to 
provide alternative sources of interoperation will besought. 
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6.1.5 Key Sizes 
DigiCert issues certificates according to requirements of the FPKI Common Policy in the following 
signatures: RSA PKCS #1, RSASSA-PSS, or ECDSA signatures; additional restrictions on key sizes and 
hash algorithms are detailed below.  Certificates must contain 2048-, 3072-, or 4096-bit RSA keys, or 
256- or 384-bit elliptic curve keys. 
 

 
 
 
 
 
 
 
 
 
 
 

 Subscriber certificates that expire on 
or before December 31, 2030 

Subscriber certificates that expire 
after December 31, 2030 

Minimum Key Size RSA: 2048 
Elliptic Curve: 256  

RSA: 3072  
Elliptic Curve: 256  

Hash Algorithm SHA-256, SHA-384, or SHA-512 SHA-256, SHA-384, or SHA-512 

 
Use of Transport Layer Security (TLS) or another protocol providing similar security to accomplish 
any of the requirements of the FBCA CP and this CP must require at a minimum AES (128 bits) or 
equivalent for the symmetric key, and at least 2048-bit RSA or equivalent for the asymmetric keys.  
After December 31, 2030, use of TLS or another protocol providing similar security to accomplish any 
of the requirements of this CP must require at a minimum AES (128 bits) or equivalent for the 
symmetric key, and at least 3072-bit RSA or equivalent for the asymmetric keys. 

 
6.1.6 Public Key Parameters Generation and Quality Checking 

Public key parameters generation and quality checking must be conducted in accordance with 
[NIST SP 800-89].  Key validity must be confirmed in accordance with [NIST SP 800-56A]. 

 

6.1.7 Key Usage Purposes (as per X.509 v3 key usage field) 
Public keys that are bound into certificates must be certified for use in signing or encrypting, 
but not both, except as specified below.  The use of a specific key is determined by the key 
usage extension in the X.509 certificate.   
 
All certificates must include a critical Key Usage extension 

 Certificates to be used for authentication must set only the digitalSignature bit. 
 Certificates to be used by Human Subscribers only for digital signatures must set the 

digitalSignature and nonRepudiation bits. 

 Certificates that have the nonRepudiation bit set, must not have keyEncipherment bit 
or keyAgreement bit set. 

 Certificates to be used for encryption (RSA) must set the keyEncipherment bit. 

 Certificates to be used for key agreement (ECC) must set the keyAgreement bit. 
 CA certificates must set only cRLSign and keyCertSign bits. 

 
Keys associated with CA certificates must be used only for signing certificates and CRLs.  
 
Keys associated with Device Subscriber certificates may be used for digital signature 
(including authentication), encryption, or both.  Except for OCSP Responder certificates, device 
certificates must not assert the nonRepudiation bit. 
 

 CA certificates that expire on or 
before December 31, 2030 

CA certificates that expire after  
December 31, 2030 

Minimum Key Size RSA: 2048 
Elliptic Curve: 256  

RSA: 3072 
Elliptic Curve: 256  

Hash Algorithm SHA-256, SHA-384, or SHA-512 SHA-256, SHA-384, or SHA-512 
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6.2.3 Private Key Escrow 
CA private keys are never escrowed.  
 
Human Subscriber key management keys are not escrowed. 
 
Subscriber private signature keys must not be escrowed. 
 
Subscriber private dual use keys must not be escrowed.  If a device has a separate key 
management key certificate, the key management private key is not escrowed. 

6.2.4 Private Key Backup 
All backups of CA and CSS private signature keys must be accounted for and protected under the 
same multi-person control as the original signature key.  At least one copy of the CA private 
signature key must be stored off site. 
 
For all other keys, backup, when permitted, must provide security controls consistent with the 
protection provided by the original cryptographic module.  Backed up private signature key(s) 
must not be exported or stored in plaintext form outside the cryptographic module. 
 

Private Key Backup 

CA 

●  all applicable policies 

Required 

CSS 

●  all applicable policies 

Optional 

Hardware Subscriber Key Management 

●  id-fpki-certpcy-mediumHardware 

●  id-fpki-certpcy-mediumHW-CBP 

Optional 

Hardware Device 

●  id-fpki-certpcy-mediumDeviceHardware 

Optional 

Software Signature and Authentication 

●  id-fpki-certpcy-basicAssurance 

●  id-fpki-certpcy-mediumAssurance 

●  id-fpki-certpcy-medium-CBP 

Optional3 

Software Subscriber Key Management 

●  id-fpki-certpcy-basicAssurance 

●  id-fpki-certpcy-mediumAssurance 

●  id-fpki-certpcy-medium-CBP 

Optional 

Software Device Optional 

 
3 Software Subscriber private signature keys may be backed up or copied, but must be held in the Subscriber’s control. 
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●  id-fpki-certpcy-mediumDevice 

 
 

6.2.5 Private Key Archival 
CA private signature keys and Subscriber private signature keys must not be archived.   
 
DigiCert does not maintain an archive of escrowed Subscriber private key management keys. 

 

6.2.6 Private Key Transfer into or from a Cryptographic Module 
A CA private key must not exist in plain text outside the cryptographic module. 
 
CA and CSS C private signature keys may be exported from the cryptographic module only to 
perform CA key backup procedures as described in Section 6.2.4.   
 
If any private key is transported from one cryptographic module to another, the private key 
must be protected using a FIPS approved algorithm and at a bit strength commensurate with 
the key being transported.  Private keys must never exist in plaintext form outside the 
cryptographic module boundary. 
 
Private or symmetric keys used to encrypt other private keys for transport must be protected 
from disclosure. 

 

6.2.21 0 0 1 9p 0 1 

0.00000912 0 6at a bit strength commensuromme
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The protection mechanism must include a facility to temporarily lock the account, or 
terminate the application, after a predetermined number of failed login attempts as set forth in 
this CP and the DigiCert FBCA CPS. 

 

6.4.3 Other Aspects of Activation Data 
No stipulation. 

 

6.5 COMPUTER SECURITY CONTROLS 
 

6.5.1 Specific Computer Security Technical Requirements 
For CAs and DDSs the computer security functions listed below are required.  These functions 
may be provided by the operating system, or through a combination of operating system, 
software, and physical safeguards.  The CA and its ancillary parts must include the following 
functionality (these functions pertain to all system software layers, where applicable): 





49  

integrity.  If mutual authentication is shared secret based, the shared secret must be changed at 
least annually, must be randomly generated, and must have entropy commensurate with the 
cryptographic strength of certificates issued by the PKI being administered.  
 
The CA must permit remote administration only after successful multi-factor authentication of 
the Trusted Role at a level of assurance commensurate with that of the CA. 

6.8 TIME-STAMPING 
Asserted times must be accurate to within three minutes.  Electronic or manual procedures 
may be used to maintain system time.  Clock adjustments are auditable events, see Section 
5.4.1 of the FBCA CP and this CP. 
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7. CERTIFICATE, CRL, AND OCSP PROFILES 

7.1 CERTIFICATE PROFILE 
All other certificates must be compatible with X.509 Certificate and CRL Extensions Profile 
[FPKI-Prof]. 

 
7.1.1 Version Number(s) 

Certificates must be of type X.509 v3 (populate version field with integer "2"). 
 

7.1.2 Certificate Extensions 
For all CAs, use of standard certificate extensions must comply with [RFC 5280]. 

 
CA certificates must not include critical private extensions.   
 
When used in Subscriber certificates, critical private extensions must be interoperable in their 
intended community of use. 
 
DigiCert and Subscriber certificates may include any extensions as specified by [RFC 5280] in a 
certificate, but must include those extensions required by the FBCA CP and this CP.  Any 
optional or additional extensions must not conflict with the applicable certificate and CRL 
profiles identified in Section 7.1 

 

7.1.3 Algorithm Object Identifiers 
 

Certificates issued by DigiCert must identify the signature algorithm using one of the following OIDs: 
 

Signature Algorithm Object Identifier 

sha256WithRSAEncryption { iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) 
pkcs-1(1) 11 } (1.2.840.113549.1.1.11) 

sha384WithRSAEncryption { iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) 
pkcs-1(1) 12 } (1.2.840.113549.1.1.12) 

sha512WithRSAEncryption { iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) 
pkcs-1(1) 13 } (1.2.840.113549.1.1.13) 

id-RSASSA-PSS { iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) 
pkcs-1(1) 10 } (1.2.840.113549.1.1.10) 

ecdsa-with-SHA256 { iso(1) member-body(2) us(840) ansi-X9-62(10045) 
signatures(4) ecdsa-with-SHA2 (3) 2 } (1.2.840.10045.4.3.2) 

ecdsa-with-SHA384 { iso(1) member-body(2) us(840) ansi-X9-62(10045) 
signatures(4) ecdsa-with-SHA2(3) 3 } (1.2.840.10045.4.3.3) 

ecdsa-with-SHA512 { iso(1) member-body(2) us(840) ansi-X9-62(10045) 
signatures(4) ecdsa-with-SHA2(3) 4 } (1.2.840.10045.4.3.4) 

ecdsa-with-SHA224 { iso(1) member-body(2) us(840) ansi-X9-62 (10045) 
signatures(4) ecdsa-with-SHA2(3) 1 } 

ecdsa-with-SH256 { iso(1) member-body(2) us(840) ansi-X9-62 (10045) 
signatures(4) ecdsa-with-SHA2 (3) 2 } 

ecdsa-with-SHA384 { iso(1) member-body(2) us(840) ansi-X9-62 (10045) 
signatures(4) ecdsa-with-SHA2(3) 3 } 

ecdsa-with-SHA5128 { iso(1) member-body(2) us(840) ansi-X9-62 (10045) 
signatures(4) ecdsa-with-SHA2(3) 4 } 

 

The PSS padding scheme OID is independent of the hash algorithm.  The hash algorithm is specified as a 
parameter (for details, see [PKCS#1]).  Certificates must use the SHA-256 hash algorithm when generating 
RSASSA-PSS signatures.  The following OID must be used to specify the hash in an RSASSA-PSS digital 
signature: 
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7.2.2 CRL and CRL Entry Extensions 
Detailed CRL profiles addressing the use of each extension are specified in. 
 

7.3 OCSP PROFILE 
If implemented, Certificate Status Servers (CSS) must sign responses using algorithms designated for 
CRL signing. 
All CSSs must accept and return SHA-1 hashes in the CertID and responderID fields.  CSS may accept 
and return additional hash algorithms within the CertID fields.  CSSs must not return any response 
containing a hash algorithm in the CertID that differs from the CertID in the request. 

 

7.3.1 Version Number(s) 
CSSs must use OCSP version 1. 

 

7.3.2 OCSP Extensions 
No stipulation. 
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requirements of this CP, the DigiCert FBCA CPS, and any relevant MOA provisions.  
DigiCert must proceed to make such notifications and take such actions without delay. 

 
When the FPKIPA receives a report of audit deficiency from DigiCert, the FPKIPA may direct the 
FPKIMA to take additional actions to protect the level of trust in the infrastructure. 
 

8.6 COMMUNICATION OF RESULTS 
On an annual basis, the DCPA must submit an annual review package to the FPKIPA.  This 
package must be prepared in accordance with the FPKI Annual Review Requirements 
document and includes an assertion from a voting member of the DCPA that all PKI 
components have been audited - including any components that may be separately managed 
and operated.  The package must identify the versions of this 
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as it treats its own confidential information. 
 

9.4 PRIVACY OF PERSONAL INFORMATION 

9.4.1 Privacy Plan 
DigiCert shall create and follow a publicly posted privacy policy that specifies how it handles 
personal information. 

 

9.4.2 Information Treated as Private 
DigiCert shall treat all personal information about an individual that is not publicly available in 
the contents of a Certificate or CRL as private information. DigiCert shall protect private 
information in its possession using a reasonable degree of care and appropriate safeguards. 
DigiCert shall not distribute Certificates that contain the UUID in the subject alternative name 
extension via publicly accessible repositories (e.g., LDAP, HTTP). 
 
For DigiCert, collection of PII must be limited to the minimum necessary to validate the identity 
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referenced in the Certificate. DigiCert, Affiliates, and customers shall grant permission to use 
revocation information to perform Relying Party functions subject to the applicable CRL usage 
agreement, Relying Party Agreement, or any other applicable agreements. 

 

9.5.2 Property Rights in the CP 
DigiCert retains all intellectual property rights in and to this CP. 

 

9.5.3 Property 
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inform DigiCert of any severance of affiliation with any current subscriber. 
 

9.7 DISCLAIMERS OF WARRANTIES 
Except as expressly stated otherwise herein, an applicable extended warranty protection plan or as 
limited by law, DigiCert disclaims all warranties and obligations related to this CP. 

9.8 LIMITATIONS OF LIABILITY 
DigiCert 
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9.10.3 Effect of Termination and Survival 
DigiCert will communicate the conditions and effect of this CP’s termination via the DigiCert 
Repository. The communication will specify which provisions survive termination. At a 
minimum, responsibilities related to protecting confidential information will survive 
termination. 

 
9.11 INDIVIDUAL NOTICES AND COMMUNICATIONS WITH PARTICIPANTS  

 
For DigiCert, any planned change to the infrastructure that has the potential to affect the FPKI 
operational environment must be communicated to the FPKIPA at least two weeks prior to 
implementation.  All new artifacts (CA certificates, CRL DP, AIA and/or SIA URLs, etc.) produced as a 
result of the change must be provided to the FPKIPA within 24 hours following implementation. 
 

9.12 AMENDMENTS 

9.12.1 Procedure for Amendment 
Amendments are made by posting an updated version of the CP to the online repository upon 
review and approval by the DCPA while working with the FPKIPA. Updates supersede any 
designated or conflicting provisions of the referenced version of the CP. Controls are in place to 
reasonably ensure that this CP is not amended and published without the prior authorization of the 
DCPA working with the FPKIPA. The DCPA reviews this CP annually. 

 

9.12.2 Notification Mechanism and Period 
DigiCert will post notice on its website of any proposed significant revisions to this CP. Although 
DigiCert may include a final date for receipt of comments and the proposed effective date, 
DigiCert is not required to have a fixed notice-and-comment period. DigiCert and the DCPA 

reserve the right to amend the CP without notification for amendments that are not material, 
including without limitation corrections of typographical errors, changes to URLs, and changes to 
contact information. The DCPA’s decision to designate amendments as material or non- 
material shall be within the DCPA’s sole discretion. 

 

9.12.3 Circumstances under which OID Must Be Changed 
If the DCPA determines an amendment necessitates a change in an OID, then the revised version 
of this CP will also contain a revised OID. Otherwise, amendments do not require an OID change. 

9.13 DISPUTE RESOLUTION PROVISIONS 
To the extent permitted by applicable law, Subscriber Agreements and Relying Party Agreements 
shall contain a dispute resolution clause. Unless otherwise approved by DigiCert, the procedure to 
resolve disputes involving DigiCert require an initial negotiation period of sixty (60) days followed 
by litigation in the federal or state court encompassing Salt Lake County, Utah, in the case of 
claimants who are U.S. residents, or, in the case of all other claimants, arbitration administered by 
the International Chamber of Commerce (“ICC”) in accordance with the ICC Rules of Conciliation 
and Arbitration 

 
Before resorting to any dispute resolution mechanism, including adjudication or any type of 
alternative dispute resolution, a party must notify DigiCert
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Consent to Use Private Information contained in Certificates, each Issuer CA shall (i) be licensed 


