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Important Note About this Document 
 
The information contained in this document is intended for personnel charged with the 
management and operation of the QV-PKI owned and operated by QuoVadis Limited.  
 
You must not take any action or place any reliance on this do

http://www.quovadis.bm/
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QV1 Certificates; 
QV2 Certificates; 
QV3 Certificates; 
QV4 Certificates; and 
Device Certificates. 
 
(QV1, QV2, QV3 and QV4 Certificates collectively hereinafter defined a
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1.4.1. Participants 
This policy is applicable to QuoVadis in its capacity as both the QV-RCA and QV-CA, QV Issuin
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documentation directly to QV Issuing CAs. Sponsoring Organisations do not have the ability to 
permit the provision of Certificates direct

http://www.quovadis.bm/
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2.1.2. QV Issuing CA Obligations 
QV Issuing CAs are responsible for the management of all Certificates issued by them.  The 
management of Certificates includes all aspects associated with an application for the issue of a 
Certificate, including any required Identification and Authentication process, and the issue, 
revocation, and renewal of Certificates. QV Issuing CAs, if authorised to do so by QuoVadis, may 
rely on (i) third party QV-RAs (ii) QV-CRAs and (iii) Sponsoring Organisations in the performance 
of Identification and Authentication requirements. In circumstances where a QV Issuing CA has 
relied on either a third party QV-RA, QV-CRA, or Sponsoring Organisation, that QV-RA, QV-CRA, 
or Sponsoring Organisation will bear sole responsibility and liability for the Identification and 
Authentication of Applicants that it processed. In circumstances where Identification and 
Authentication has been conducted by a QV-RA, QV-CRA, or Sponsoring Organisation, a QV 
Issuing CA is not obliged to check or verify that the relevant Identification and Authentication 
procedures were duly complied with and bears no responsibility for and shall not be liable for that 
Identification and Authentication. Notwithstanding the foregoing, any QV Issuing CA that relies 
upon the services of a QV-RA, QV-CRA, or Sponsoring Organisation is required to conduct 
regular compliance audits of that QV-RA, QV-CRA or Sponsoring Organisation with respect to 
their respective contractual commitments (that include the performance of Identification and 
Authentication requirements) and this QV-CP. QV Issuing CAs are required to ensure that all 
aspects of the services they offer and perform within the QV-PKI are in compliance at all times 
with this QV-CP.  Without limitation to the generality of the foregoing, QV Issuing CAs are 
required to adhere to the following requi

ra
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2.1.4.3. Revocation 
Process Certificate Revocation requests in accordance with this QV-CP, applicable QV-CRA 
Agreement, and other relevant operational policies and procedures with respect to the 
Certificates issued. Without limitation to the generality of the foregoing, 
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2.1.6.2. Identification and Authentication 
Comply fully with any and all information and procedures required in connection with the 
Identification and Authentication requirements relevant to the Certificate issued. 

2.1.6.3. Review of Certificate Information 
Review the Certificate that is issued and ensure that all the information set out therein is complete 
and accurate and to notify the QV Issuing CA or the Subscriber’s QV-RA, QV-CRA, or 
Sponsoring crib
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Authentication required in connection with the issue of the Certificate relied upon; (it 
being understood that QV1 Certificates represent the lowest level of Identification 
and Authentication and QV4 Certificates represent the highest level of Identification 
and Authentication applic

sertifica5.903u502319.0224h.23 Tm9e24h.0.10 D92s64..10.03ue0h460019970..10019970..10019970..10423i2.001.3i2.0o1>978ze i 6AT0ze9[i 6AT21709v0.02
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Loss Limits/Reliance Limits 
 

Loss Limits  

Certificate Maximum per 
Certificate 

QV1 Certificate $1,000 

QV2 Certificate $50,000 

QV3 Certificate $10,000 

QV4 Certificate $100,000 

Device Certificate $100,000 

 
In no event shall QuoVadis’ liability exceed the loss limits set out in the table above. The loss 
limits apply to the life cycle of a particular Certificate to the intent that the loss limits reflect 
QuoVadis’ total potential cumulative liability per Certificate per year (irrespective of the number of 
claims per Certificate). The foregoing limitation applies regardless of the number of transactions 
or causes of action relating to a particular Certificate in any one year of that Certificate’s life cycle. 

2.2.2.2. Excluded Liability 
Notwithstanding any other provisions of this Section 2, QuoVadis shall bear no liability for loss 
involving or arLi

s  
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a) If the Certificate held by the claiming party or otherwise the subject of any claim has been 
compromised by the unauthorised disclosure or unauthorised use of the Certificate or any 
password or activation data used to control access thereto; 

b) If the Certificate held by the claiming party or otherwise the subject of any claim was 
issued as a result of any misrepresentation, error of fact, or omission of any person, 
entity, or Organisation; 

c) If the Certificate held by the claiming party or otherwise the subject of any claim had 
expired or been revoked prior to the date of the circumstances giving rise to any claim; 
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have been amended or supplemented. In the event of a conflict, the provisions of this 
QV-CP will control. 

(ii) The party desiring the arbitration shall give written notice to the other parties, naming an 
arbitrator of its choice.  Within ten (10) days of such notice, the other parties shall 
designate a single arbitrator each. Within ten (10) days of the designation of the  
arbitrators as aforesaid, the arbitrators shall jointly designate a third arbitrator in the event 
that there are only two parties to the proceedings. In the event that there are more than 
two arbitrators appointed by the parties, then the arbitrators shall not designate an 
additional arbitrator. The parties shall thereafter submit the dispute to the designated 
arbitrators for resolution. 

(iii) In the event the abbitrators for resolP 2r 087r95253eM9.9.7  Tf2399B9
(u i56oeo) 
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2.5. Publication and Repository 

2.5.1. Publication of QV Issuing CA Information 
The QV-RCA and each QV Issuing CA shall each maintain and publish in a Repository copies of 
all Certificates issued by the QV Issuing CA’s and CRLs advising of revocation of any such 
Certificates. QuoVadis publishes this QV-CP in the web based PKI repository located at 
www.quovadis.bm. 

2.5.2. Frequency of Publication 
Certificates are published immediately upon issuance. CRL publication will be in accordance with 
section 4.4.8. Policy publication will be in accordance with Section 8. 

2.5.3. Access Control 
The documents specified in Section 2.6.1 are to be av

http://www.quovadis.bm/
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allow the QV Issuing CA to continue operations for a limited period of time; (ii) allow the QV 
Issuing CA to continue operations for a maximum of thirty (30) days pending correction of any 
problems prior to revocation of that QV Issuing CAs Certificate; (iii) limit the class of any 
Certificates issued by the QV Issuing CA; or (iv) revoke the QV Issuing CA's Certificate. Any 
decision regarding which of these actions to take will be based on the severity of the irregularities. 
Any remedy may include permanent or temporary cessation of QV Issuing CA services, but all 
relevant factors must be consideret7779 242.80725 p.02416 Tm
32 00oticate.r

http://www.quovadis.bm/
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2.7.1. Types of Information to be Kept Confidential 
Any personal or corporate information held by any QV Issuing CAs, QV-RAs or QV-CRAs related 
to the application and issuance of Certificates is considered confidential and will not be released 
without the prior consent of the relevant Holder, unless required otherwise by law or to fulfil the 
requirements of this QV-CP. 

2.7.2. Types of Information Not Considered Confidential 
Information appearing on Certificates or stored in the Repository is not considered confidential, 
unless statutes or special agreements so dictate.  

2.7.3. Disclosure of Certificate Revocation Information 
Certificate revocation information is provided via the CRL in the QuoVadis X.500 Directory 
services. 

2.7.4. Release to Law Enforcement Officials 
As a general principle, no document or record belonging to QuoVadis is released to law 
enforcement agencies or officials except where a properly constituted instrument, warrant, order, 
judgment, or demand is produced requiring production of the information, having been issued by 
a court of competent jurisdiction, and not known to QuoVadis to be under appeal when served on 
QuoVadis (QuoVadis being under no obligation to determine the same), and which has been 
determined by the Supreme Court of Bermuda to be valid, subsisting, issued in accordance with 
general principles of Bermuda law and otherwise enforceable in Bermuda. 

2.7.5. Release as Part of Civil Discovery 
As a general principal, no document or record belonging to QuoVadis is released to any person 
except where a properly constituted instrument, warrant, order, judgment, or demand is produced 
requiring production of the information, having been issued by a court of competent jurisdiction, 
and not known to QuoVadis to be under appeal when served on QuoVadis (QuoVadis being 
and nduct4.00549 400.5600999 s4 Tm
(ere)Tj
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Identify an Individual or Organisation and to demonstrate that the Individual or Organisation exists 
and is who it claims to be. 

3.1.7.1. Organisations 
The Identity of an Organisation is required to be Authenticated with respect to each Certificate 
that asserts (i) the Identity of an Organisation; or (ii) an Individual or Device’s affiliation with an 
Organisation.  Without limitation to the generality of the foregoing, the Identity of any Organisation 
that seeks to act as a QV-CRA or Sponsoring Organisation with respect to the issuance of QV3 
and QV4 Certificates to its employees and/or QV3 and QV4 Certificates to its Affiliated Persons is 
required to be Authenticated. 

In order to Authenticate the Identity of an Organisation, at a minimum, confirmation is required 
that: (i) the Organisation legally exists in the name that will appear in the Organisational Unit (OU) 
field of any Certificates issued under its name, or routinely does business under an alternative 
OU identifier proposed by the Organisation; and (ii) all other information contained in the 
Certificate application is correct. 

Registration information provided by an Organisation may be validated by reference to official 
government records and/or information provided by a reputable vendo
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which shall reliably establish the Identity of the Affiliated Person.  Such records shall establish, at 
a minimum, that the QV-RA, QV-CRA or Sponsoring Organisation has previously had occasion to 
Authenticate the Identity o
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4.2.3.1. QV-RAO Certificates 
As part of the application process, QV-RAs are required to nominate one or more persons within 
their Organisation to take responsibility for the operation of that Organisation QV-RA functions. 
Those nominated persons will each be issued with a QV-RAO Certificate. 

4.2.4. QV-CRA Certificates 
Upon the acceptance of the terms of a QV-CRA Agreement, successful completion of the QV-
CRA application process and final approval of the application by the QV Issuing CA, the QV 
Issuing CA issues the QV-CRA Certificate to the relevant QV-CRA. 

4.2.4.1. QV-CRAO Certificate 
As part of the application process, QV-CRAs are required to nominate one or mo the aocess7j
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Backup procedures apply to the QV-PKI and the participants therein including the QV-RCA, QV 
Issuing CAs, QV-RAs, and QV-CRAs.  

4.5.6. Audit Collection System 
The security audit process of each QV Issuing CA runs independently of the QV Issuing CA 
software.  S
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5.2. Procedural Controls 

5.2.1. Trusted Roles 
To ensure that one person acting alone cannot circumvent safeguards, responsibilities for the QV 
Issuing CA are distributed among multiple roles and individuals. A trusted role is one whose 
incumbent performs functions that can introduce security problems if not carried out properly, 
whether accidentally or maliciously. The people selected to fill trusted roles must be careful and 
above reproach.  The functions performed in trusted roeuce 
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6.2.4. Private Key Backup 
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7.2.2. CRL and CRL Entry Extension 
All User QV-PKI software must correctly process all CRL extensions identified in the Certificate 
and CRL 

http://www.quovadis.bm/
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“Device” means software, hardw
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Key that corresponds to the QV Issuing CA’s Private Key used in the management of Certificates 
issued by it within the QV-PKI; 
“QV-PMA” means the QuoVadis Policy Management Authority; 
“QV-PMA Charter” means the terms of reference adopted, from time to time, by the QV-PMA 
pursuant to which it performs its functions; 
“QV-PKI” means the infrastructure implemented and utilized by QuoVadis for the generation, 
distribution, management and a
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amended or re-enacted are for the purposes hereof equivalent to those provisions before such 
amendment or re-enactment) and shall include any provision of which they are re-enactments (if 
and to the extent aforesaid) and any issuing legislation made under such provisions. 
 
References herein to "Clauses", "Schedules", and "Annexures" are to clauses of and schedules 
and annexures to this Agreement respectively and a reference to this Agreement includes a 
reference to each Schedule and to any Annexures hereto. 
 
The headings and table of contents in this Agreement are for convenience only and shall not 
affect its interpretation. 

Page 35  QuoVadis Confidential 
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APPENDIX B 
 

CERTIFICAT
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CERTIFICATE CHARACTERISTICS 
 

REQUIRED INFORMATION for APPLICATIONS SUBMITTED BY  A SPONSORING ORGANISATION OR 
CORPORATE RA 

 
QV 1 Certificate QV2 Certificate 

 
QV3 Certificate 
( for  Employees, Trading 
Partners, Clients or Affiliates 
only) 

QV4 Certificate 
( for  Employees, Trading 
Partners, Clients or Affiliates 
only) 

Not Applicable Not Applicable Organisation Name of Trading 
Partner, Client, or Affiliate (if 
desired) 

Organisation Name of 
Sponsoring Organisation or 
Corporate RA 

Not Applicable Not Applicable Organisational Unit (if desired) Organisational Unit (if desired) 
Not Applicable Not Applicable Full name of Applicant: Full name of Applicant: 
Not Applicable Not Applicable Country Country 
Not Applicable Not Applicable E-mail address: E-mail address: 
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