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Standard Test Digital Certificates Holders participate in the QuoVadis PKI. Issued to Digital Certificate Holders based 
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DESCRIPTION 
Special Purpose Digital Certificates include certificates issued primarily for one or more of the Extended Key 
Usages as shown below.  These certificates may be issued to natural persons, devices or organisations. 
REGISTRATION PROCESS 
An application form for a Special Purpose Digital Certificates is submitted, defining the contents of the fields 
required to be completed.  For: 
• Natural person: a copy of an official photo ID document with signature or the confirmation of a notary or other 

accredited third party regarding the correctness and the completeness of the data is required.  Where 
applicable, the affiliation of a person named in a certificate to a stated organization must be confirmed by an 
authorized member of that organization, which may be verified by phone. 

• E-mail address: the correctness is verified by an access test or by confirmation from the organization with 
which the individual is associated. 

• Organizations are verified by presentation of a copy of a document, which proves the existence of the 
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• For Qualified Certificates, private keys are generated on a Secure Signature Creation Device (SSCD) in the 
presence of the Certificate Holder.  The individual applying for the Qualified Certificate must undergo a face-to-
face identity verification procedure.  The Certificate Holder is responsible for directly securing the SSCD with a 
Personal Identification Number. 

 
  
5.  CERTIFICATE STATUS CHECKING OBLIGATIONS OF RELYING PARTIES 
 
Any party receiving a signed electronic document may rely on that Digital Signature to the extent that they are 
authorised by contract with the Certificate Holder, or by legislation pursuant to which that Digital Certificate has been 
issued, or by commercial law in the jurisdiction in which that Digital Certificate was issued. 
 
In order to be an Authorised Relying Party, a Party seeking to rely on a Digital Certificate issued within the QuoVadis 
PKI agrees to and accepts the Relying Party Agreement (www.quovadisglobal.com/repository

• The appropriateness of the use of the Digital Certificate for any given purpose and that the use is not prohibited 
by the CP/CPS. 

) by querying the 
existence or validity of; or by seeking to place or by placing reliance upon a Digital Certificate. 
 
Authorised Relying Parties are obliged to seek further independent assurances before any act of reliance is deemed 
reasonable and at a minimum must assess: 

• That the Digital Certificate is being used in accordance with its Key-Usage field extensions. 
• That the Digital Certificate is valid at the time of reliance by reference to Online Certificate Status Protocol or 

Certificate Revocation List Checks.  
 
The Status of Digital Certificates issued within the QuoVadis PKI is published in a Certificate Revocation List 
(http://crl.quovadisglobal.com/<caname>.crl) or is made available via Online Certificate Status Protocol checking 
(http://ocsp.quovadisglobal.com) where available. 
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• Code Signing Certificate Subscriber Agreement  
• Digital Certificate Terms and Conditions of Use 
• Relying Party Agreement  

 
 
8.  PRIVACY POLICY 
 
Data contained within a QuoVadis Certificate is considered public information. Personal data obtained during the 
registration process will not be released without prior consent of the relevant certificate holder, unless required 
otherwise by law or to fulfil the requirements of the CP/CPS.  Refer to the QuoVadis Privacy Statement at 
http://www.quovadisglobal.com/privacy.aspx.   
 
 
9.  REFUND POLICY 
 
QuoVadis or Issuing CAs under the QuoVadis hierarchy may establish a refund policy, details of which may be 
contained in relevant contractual agreements.  Refer to section 9.1.5 of the CP/CPS 
(www.quovadisglobal.com/repository

10.  APPLICABLE LAW, COMPLAINTS AND DISPUTE RESOLUTION 

).   
 
 

 
10.1 Governing Law 
 
Subscribers and Relying Parties shall use QuoVadis Certificates and any other related information and materials 
provided by QuoVadis only in compliance with all applicable laws and regulations.  QuoVadis may refuse to issue or 
may revoke Certificates if, in the reasonable opinion of QuoVadis, issuance or the continued use of the QuoVadis 
Certificates would violate applicable laws or regulations. 
 
QuoVadis Certificates issued by QuoVadis are governed by the laws of the country referred to in the Subscriber 
Agreement for the Certificate in question, without reference to conflict of laws principles or the United Nations 1980 
Convention on Contracts for the International Sale of Goods.   
 
 
10.2 Dispute Resolution 
 
Any controversy or claim between two or more participants in the QuoVadis PKI (for these purposes, QuoVadis shall 
be deemed a “participant” within the QuoVadis PKI) arising out of or relating to the QuoVadis CP/CPS shall be shall 
be referred to an arbitration tribunal.   

 
The Relationships between the Participants are dealt with under the system of laws applicable under the terms of the 
contracts entered into.  In general these can be summarised as follows; 
• Dispute between the Root CA and an Issuing CA is dealt with under Bermuda Law. 
• Dispute between an Issuing CA and a 
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