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1.2 Document Name and ldentification

This document is the DigiCert Certification Practices Statement for Symantec Trust Network










Medium assurance certificates are certificates that are suitable for securing some inter - and
intra-organizational, commercial, and personal e-mail requiring a medium level of assurances of
the Subscriber identity, in relation to Class 1 and 3.

DigiCert Basic DV Certificates are issued to domains to provide encryption. DigiCert validates

that the person enrolling for the certificate has control of the domain by a Domain Authorization or
by having the Applicant demonstrate practical control over the FQDN. No organization
authentication is performed on the owner of the domain.

High assurance certificates are individual and organizational certificates Class 3 Certificates
that provide a high level of assurance of the identity of the Subscriber in comparison with Class 1
and 2.

High assurance with extended validation certificates are Class 3 certificates issued by
DigiCert in conformance with the Guidelines for Extended Validation Certificates.

1.4.2 Prohibited Certificate Uses

Certificates shall be used only to the extent the use is consistent with applicable law, and in
particular shall be used only to the extent permitted by applicable export or import laws.

DigiCert Certificates are not designed, intended, or authorized for use or resale as control
equipment in hazardous circumstances or for uses requiring fail-safe performance such as the
operation of nuclear facilities, aircraft navigation or communication systems, air traffic control
systems, or weapons control systems, where failure could lead directly to death, personal injury,
or severe environmental damage. Also, Class 1 Certificates shall not be used as proof of identity
or as support of non-repudiation of identity or authority. Client Certificates are intended for client
applications and shall not be used as server or organizational Certificates.

CA Certificates may not be used for any functions except CA functions. In addition, end-user
Subscriber Certificates shall not be used as CA Certificates.

The STN and its Participants do not issue any certificate that can be used for man-in-the-middle
(MITM) or traffic management of domain names or IP addresses that the certificate holder does
not legitimately own or control. Such certificate usage is expressly prohibited.

DigiCert periodically rekeys Intermediate CAs. Third party applications or platforms that have an
Intermediate CA embedded as aroot certificate may not operate as designed after the
Intermediate CA has been rekeyed. DigiCert therefore does not warrant the use of Intermediate
CAs as root certificates and recommends that Intermediate CAs not be embedded into
applications and/or platforms as root certificates. DigiCert recommends the use of PCA Roots as
root certificates.

1.5 Policy Administration
1.5.1 Organization Administering the = Document

This CPS and the documents referenced herein are maintained by the DigiCert Policy
Authority (DCPA), which can be contacted at:

DigiCert Policy Authority
Suite 500
2801 N. Thanksgiving Way






1.6 Definitions and Acronyms

See Appendix A for a table of acronyms and definitions.

1.6.1 References

See section 1.6.3 of the DigiCert CP for relevant references.

2. Publicationand Repository Responsibilities
2.1 Repositories

DigiCert is responsible for the repository functions for its own CAs and the CAs of its Enterprise
Customers (Managed PKI customers).

Upon revocation of an end-user Subscriber’s Certificate, DigiCert publishes notice of such
revocation in the repository. DigiCert issues CRLs for its own CAs and the CAs of Service
Centers and Enterprise Customers within its Sub-domain, pursuant to the provisions of this CPS.
In addition, Enterprise Customers who have contracted for Online Certificate Status Protocol
(“OCSP") services, DigiCert provides OCSP services pursuant to the provisions of this CPS.

2.2 Publication of Certificate  Information

DigiCert provides Relying Parties with information on how to find the appropriate repository to
check Certificate status and, if OCSP (Online Certificate Status Protocol) is available, how to find
the right OCSP responder.

DigiCert issues Certificate Revocation Lists (CRLs) and, if available, provides OCSP services
(Online Certificate Status Protocol) for its own CAs and the CAs of Service Centers within its Sub-
domain.

DigiCert will at all times publish a current version of:
X The DigiCert STN CP
X This DigiCert STN CPS,
X Subscriber Agreements,
X Relying Party Agreements

DigiCert is responsible for the repository function for:
x DigiCert's Public Primary Certification Authorities (PCAs) and DigiCert
Infrastructure/Administrative CAs supporting the STN, and
x DigiCert's CAs and Enterprise Customers’ CAs that issue Certificates within DigiCert's
Sub-domain of the STN.

DigiCert publishes the STN CP, this CPS, Subscriber Agreements, and Relying Party
Agreements in the repository section of DigiCert's web site.

2.3 Time or Frequency of Publication

Updates to this CPS are published in accordance with Section 9.12. Updates to Subscriber
Agreements and Relying Party Agreements are published as necessary. CA information is
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The Common Name (CN=) component of the Subject distinguished name of end-user Subscriber
Certificates is authenticated in the case of Class 2-3 Certificates. The Common Name is either
omitted or may contain “Persona Not Validated” for Class 1 Certificates.

X The authenticated Common Name value included in the Subject DN of Organizational
Certificates is a domain name) or the legal name of the organization or unit within the
organization.

X The authenticated Common Name value included in the Subject DN of a Class 3
Organizational ASB Certificate, however, is the generally accepted personal name of the
organizational representative authorized to use the organization’s private key, and the
organization (O=) component is the legal name of the organization.

X The Common Name value included in the Subject DN of individual Certificates represents
the individual's generally accepted personal name.

x For all web server certificates, the subjectAltName extension is populated with the
authenticated value in the Common Name field of the subject DN (domain name or public
iPAddress). The subjectAltName extension may contain additional domain names or
public iPAddresses which will be authenticated in the same way as the Common Name
value. For internationalized domain names, the Common Name will be represented as a
Unicode encoded U-label value designed for human comprehension and that Common
Name will be represented in the Subject Alternative Name extension as a puny-coded A-
label value designed for automated comprehension. These different encodings of the
same name are treated as equal values for the purposes of Common Name to Subject
Alternative Name duplication requirements.

EV SSL certificate content and profile requirements are discussed in Appendix B2 to this CPS.

-12 -



3.1.3 Anonymity or Pseudonymity of Subscribers

The identity of Class 1 individual Subscribers is not authenticated. Class 1 subscribers may use
pseudonyms. Unless when required by law or requested by a State or Government authority to
protect the identity of certain end user subscribers (e.g., minors, or sensitive government
employee information), Class 2 and 3 Subscribers are not permitted to use pseudonyms (names
other than a Subscriber’s true personal or organizational hame). Each request for anonymity in a
certificate will be evaluated on its merits by the DCPA and, if allowed the certificate will indicate
that identity has been authenticated but is protected.

3.1.4 Rules for Interpreting Various Name Forms
No stipulation
3.1.5 Uniqueness of Names

DigiCert ensures that Subject Distinguished Name (DN) of the Subscriber is unique within the
domain of a specific CA through automated components of the Subscriber enroliment process. It
is possible for a Subscriber to have two or more certificates with the same Subject DN.

3.1.6 Recognition, Authentication, and Role of Trademarks

Certificate Applicants are prohibited from using names in their Certificate Applications that
infringe upon the Intellectual Property Rights of others. For EV SSL Certificates, DigiCert
implements a process that prevents EV Certificates from including a name, DBA, tradename,
trademark, address, location, or other text that refers to a specific natural person or Legal Entity
unless DigiCert has verified this information in accordance with the EV Guidelines and section 3.2
of the DigiCert CP and CPS. For all other Certificate types, DigiCert does not verify whether a
Certificate Applicant has Intellectual Property Rights in the name appearing in a Certificate
Application or arbitrate, mediate, or otherwise resolve any dispute concerning the ownership of
any domain name, trade name, trademark, or service mark. DigiCertis entitled, without liability to
any Certificate Applicant, to reject or suspend any Certificate Application because of such
dispute.

3.2 Initial Identity Validation
3.2.1 Method to Prove Possession of Private Key

For FBCA certificates, where the party named in a certificate generates its own keys, the
certificate applicant must demonstrate that it rightfully holds the private key corresponding to the
public key to be listed in the Certificate. The method to prove possession of a private key shall be
PKCS #10, another cryptographically equivalent demonstration, or another DigiCert-approved
method. This requirement does not apply where a key pair is generated by a CA on behalf of a
Subscriber, for example where pre-generated keys are placed on smart cards.

3.2.2 Authentication of Organization Identity and Domain Control

Whenever a certificate contains an organization name, the identity of the organization and other
enroliment information provided by Certificate Applicants (except for Non-verified Subscriber
Information) is confirmed in accordance with the procedures set forth in section 3.2.2 of the
DigiCert Certificate Policy and in the DigiCert Certification Practices Statement, version 4.14, or
higher, available at https://www.digicert.com/CPS.

At a minimum DigiCert shall:
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X Any other information designated as non-verified in the certificate.
3.2.5 Validation of Authority

DigiCert will take reasonable steps to establish that a Certificate request made on behalf of an
Organization is legitimate and properly authorized. Affirmation of authority is typically derived
from the Applicant’s actions in confirming the right to use or control the requested domain names
using procedures listed in Section 3.2.2 of the DigiCert CPS. To prove that a Certificate is duly
authorized by the Organization in other situations, DigiCert will typically request the name of a
contact person who is employed by or is an officer of the Organization.

Whenever an individual's name is associated with an Organization name in a certificate in such a
way to indicate the individual's affiliation or authorization to act on behalf of the Organization the
DigiCert or a RA:
x determines that the Organization exists by using at least one third party identity proofing
service or database, or alternatively, organizational documentation issued by or filed with
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information) has not changed and the previous validations were performed within the allowable
data reuse limits specified in the CA/Browser Forum Baseline Requirements and EV Guidelines,
a renewal Certificate is automatically issued.

3.3.2 ldentification and Authentication for Re  -key After Revocation

Re-key/renewal after revocation is not permitted if the revocation occurred because:

x the Certificate (other than a Class 1 Certificate) was issued to a person other than the
one named as the Subject of the Certificate, or

x the Certificate (other than a Class 1 Certificate) was issued without the authorization of
the person or entity named as the Subject of such Certificate, or

x the entity approving the Subscriber’s Certificate Application discovers or has reason to
believe that a material factin the Certificate Application is false. or

x For any other reason deemed necessary by DigiCert to protect the STN

Subject to the foregoing paragraph, renewal of an Organizational or CA Certificate following
revocation of the Certificate is permissible as long as renewal procedures ensure that the

-18 -



The requests to revoke a CA Certificate shall be authenticated by DigiCert to ensure that the
revocation has in fact been requested by the CA.

4. Certificate Life- Cycle Operational Requirements
4.1 Certificate Application

4.1.1 Who Can Submit a Certificate Application?

-19 -



4.2.2
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4.3.2 Notifications to Subscriber by the CA of Issuance of Certificate

DigiCert shall, either directly or through an RA, notify Subscribers that they have created such
Certificates, and provide Subscribers with access to the Certificates by notifying them that their
Certificates are available. Certificates shall be made available to end-user Subscribers, either by
allowing them to download them from aweb site or via a message sent to the Subscriber
containing the Certificate.

4.3.3 CABF Requirementfor Certificate Issuance by a Root CA

EV SSL Certificates, EV Code Signing, and domain-validated and organization-validated SSL

-21-



Reliance on a certificate must be reasonable under the circumstances. If the circumstances
indicate a need for additional assurances, the Relying Party must obtain such assurances for
such reliance to be deemed reasonable.
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4.6.5 Conduct Constituting Acceptance of a Renewal Certificate

Conduct constituting Acceptance of a renewed certificate is in accordance with Section 4.4.1
4.6.6 Publication of the Renewal Certificate by the CA

No stipulation.

4.6.7 Notification of Certificate Issuance by the CA to Other Entities

RAs may receive notification of the issuance of certificates they approve.

4.7 Certificate Re-Key

Certificate rekey is the application for the issuance of a new certificate that certifies the new
public key. Certificate rekey is supported for all certificate Classes.
Not6.
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4.8 Certificate Modification
4.8.1 Circumstances for Certificate = Modification

Certificate modification refers to the application for the issuance of a new certificate due to
changes in the information in an existing certificate (other than the subscriber’s public key).

Certificate modification is considered a Certificate Application in terms of Section 4.1.
4.8.2 Who May Request Certificate Modification
See Section 4.1.1.

4.8.3 Processil.
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The Subscriber or the cross-certified CA breached a material obligation under the CP,
this CPS, or the relevant agreement;

DigiCert confirms any circumstance indicating that use of a FQDN or IP address in the
Certificate is no longer legally permitted (e.g. a court or arbitrator has revoked aDomain
Name registrant’s right to use the Domain Name, a relevant licensing or services
agreement between the Domain Name registrant and the Applicant has terminated, or
the Domain Name registrant has failed to renew the Domain Name);

DigiCert confirms that a Wildcard Certificate has been used to authenticate a fraudulently
misleading subordinate FQDN,;

DigiCert confirms a material change in the information contained in the Certificate;

DigiCert confirms that the Certificate was not issued in accordance with the CA/B forum
requirements or the DigiCert CP or this CPS;

DigiCert determines or confirms that any of the information appearing in the Certificate is
inaccurate;

DigiCert's right to issue Certificates under the CA/B forum requirements expires or is

revoked or terminated, unless DigiCert has made arrangements to continue maintaining
the CRL/OhentAg;

-25-












4.9.3.3 Procedure for Requesting the Revocation of a CA or RA Certificate

A CA or RA requesting revocation of its CA or RA Certificate is required to communicate the
request to DigiCert. DigiCert will then revoke the Certificate. DigiCert may also initiate CA or RA
Certificate revocation.

4.9.4 Revocation Request Grace Period

Revocation requests shall be submitted as promptly as possible within a commercially reasonable
time.

4.9.5 Time within Which CA Must Process the Revocation Request

DigiCert takes commercially reasonable steps to process revocation requests without delay.
DigiCert will revoke a CA Certificate within one hour after receiving clear instructions from the
DCPA.

Within 24 hours after receiving a Certificate problem report, DigiCert investigates the facts and
circumstances related to a Certificate problem report and will provide a preliminary report on its
findings to both the Subscriber and the entity who filed the Certificate problem report.

After reviewing the facts and circumstances, DigiCert works with the Subscriber and any entity
reporting the Certificate problem report or other revocation-related notice to establish whether or
not the certificate will be revoked, and if so, a date which DigiCert will revoke the certificate. The
period from receipt of the Certificate problem report or revocation-related notice to published
revocation must not exceed the time frame set forth in Section 4.9.1. The date selected by
DigiCert will consider the following criteria:

1. The nature of the alleged problem (scope, context, severity, magnitude, risk of harm);

2. The consequences of revocation (direct and collateral impacts to Subscribers and
Relying Parties);

3. The number of Certificate problem reports received about a particular Certificate or
Subscriber;

4. The entity making the complaint (for example, a complaint from a law enforcement official
that a Web site is engaged inillegal activities should carry more weight than a complaint
from a consumer alleging that she didn’t receive the goods she ordered); and

5. Relevant legislation.

Under normal operating circumstances, DigiCert will revoke Certificates as quickly as practical
after validating the revocation request following the guidelines of this section and Section 4.9.1,
generally within the following time frames:
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4.9.6 Revocation Checking Requirements for Relying Parties

Relying Parties shall check the status of Certificates on which they wish to rely. One method by
which Relying Parties may check Certificate status is by consulting the most recent CRL from the
CA that issued the Certificate on which the Relying Party wishes to rely. Alternatively, Relying
Parties may meet this requirement either by checking Certificate status using the applicable web-
based repository or by using OCSP (if available). DigiCert shall provide Relying Parties with
information on how to find the appropriate CRL, web-based repository, or OCSP responder
(where available) to check for revocation status.

Due to the numerous and varying locations for CRL repositories, relying parties are advised to
access CRLs using the URL(s) embedded in a certificate’s CRL Distribution Points extension.
The proper OCSP responder for a given certificate is placed in its Authority Information Access
extension.

4.9.7 CRL Issuance Frequency

CRLs for end-user Subscriber Certificates are issued at least once per day. CRLs for CA
Certificates shall be issued at least annually, but also whenever a CA Certificate is revoked.

CRLs for Authenticated Content Signing (ACS) Root CAs are published annually and also
whenever a CA Certificate is revoked.

If a Certificate listed in a CRL expires, it may be removed from later-issued CRLs after the
Certificate’s expiration.

4.9.7.1 CABF Requirements for CRL Issuance

CRL issuance for EV SSL Certificates, EV Code Signing, and domain-validated and organization-
validated SSL Certificates conform to the respective CA / Browser Forum requirements as set
forth in the DigiCert CP and CPS.

4.9.7.2 Microsoft Requirements for CRL  Issuance

Frequency of CRL issuance for code signing and timestamp certificates is documented in this
CPS and complies with section 13,2,2 of the Minimum Requirements for the Issuance and
Management of Publicly-Trusted Code Signing Certificates published at https://aka.ms/csbr.
4.9.8 Maximum Latency for CRLs

CRLs are posted to the repository within a commercially reasonable time after generation. This is
generally done automatically within minutes of generation.

4.9.9 On-Line Revocation/Status Checking  Availability
Online revocation and other Certificate status information are available via a web-based

repository and, where offered, OCSP. In addition to publishing CRLs, DigiCert provides
Certificate status information through query functions in the DigiCert Repository.

14 CRLs for the “Symantec Class 3 Organizational VIP Device CA” are only issued whenever a certificate issued by that
CA is revoked.
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4.10 Certificate Status Services
4.10.1 Operational Characteristics

The Status of public certificates is available via CRL at DigiCert's website and via an OCSP
responder (where available).

4.10.2 Service Availability
Certificate Status Services are available 24 U7.

Certificate status services for EV SSL Certificates, EV Code Signing, and Organization-validated
and Domain-validated SSL Certificates, conform to the respective CA / Browser Forum
requirements as set forth in the DigiCert CP and CPS.

4.10.3 Optional Features

OCSP is an optional status service feature that is not available for all products and must be
specifically enabled for other products.

4.11 End of Subscription

A subscriber may end a subscription for a DigiCert certificate by:
x Allowing his/her/its certificate to expire without renewing or re-keying that certificate
x Revoking of his/her/its certificate before certificate expiration without replacing the
certificates.

4.12 Key Escrow and Recovery

With the exception of enterprises deploying Managed PKI Key Management Services no STN
participant may escrow CA, RA or end-user Subscriber private keys.

Enterprise customers using the Key Escrow option within the Symantec Managed PKI Service
can escrow copies of the private keys of Subscribers whose Certificate Applications they
approve. The enterprise customer may escrow keys either within the enterprise’s premises or
DigiCert's secure data center. If operated out of the enterprise’s premises, DigiCert does not
store copies of Subscriber private keys but nevertheless plays an important role in the Subscriber
key recovery process.

4.12.1 Key Escrow and Recovery Policy and  Practices

Enterprise customers using the Key Escrow option within the Symantec Managed PKI service (or
an equivalent service approved by DigiCert) are permitted to escrow end-user Subscribers’
private key. Escrowed private keys shall be stored in encrypted form using the Managed PKI Key
Manager software. Except for enterprise customers using the Managed PKI Key Manager Service
(or an equivalent service approved by DigiCert), the private keys of CAs or end-user Subscribers
shall not be escrowed.

End-user Subscriber private keys shall only be recovered under the circumstances permitted
within the Managed PKI Key Management Service Administrator’'s Guide, under which:
x Enterprise customers using Managed PKI Key Manager shall confirm the identity of any
person purporting to be the Subscriber to ensure that a purported Subscriber request for
the Subscriber’s private key is, in fact, from the Subscriber and not an imposter,

-32 -



-33-









and issuance process. Manual operations for Key Recovery may optionally require the validation
of two (2) authorized Administrators.

5.2.3 ldentification and Authentication for Each Role
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5.3.5 Job Rotation Frequency and Sequence
No stipulation
5.3.6 Sanctions for Unauthorized Actions

Appropriate disciplinary actions are taken for unauthorized actions or other violations of DigiCert
policies and procedures. Disciplinary actions may include measures up to and including
termination and are commensurate with the frequency and severity of the unauthorized actions.

5.3.7 Independent Contractor Requirements

In limited circumstances, independent contractors or consultants may be used to fill Trusted
Positions. Any such contractor or consultant is held to the same functional and security criteria
that apply to a DigiCert employees in a comparable position.

Independent contractors and consultants who have not completed or passed the background
check procedures specified in CPS § 5.3.2 are permitted access to DigiCert's secure facilities
only to the extent they are escorted and directly supervised by Trusted Persons at all times.

5.3.8 Documentation Supplied to Personnel

DigiCert provides its employees the requisite training and other documentation needed to perform
their job responsibilities competently and satisfactorily.

5.4 Audit Logging Procedures

5.4.1 Types of Events Recorded

DigiCert manually or automatically logs the following significant events:
x CA key life cycle management events, including:
0 Key generation, backup, storage, recovery, archival, and destruction
0 Changes to CA details or keys
o Cryptographic device life cycle management events.
x CA and Subscriber certificate life cycle management events, including:
o Certificate Applications, issuance, renewal, rekey, and revocation
0 Successful or unsuccessful processing of requests
o0 Changes to certificate creation policies
0 Generation and issuance of Certificates and CRLs.
X Trusted Employee Events, including:
o Logon and logoff attempts
0 Attempts to create, remove, set passwords or change the system privileges of
any privileged users
0 Personnel changes.
X Security-related events including:
0 Successful and unsuccessful PKI system access attempts
Start-up and shutdown of systems and applications
Possession of activation data for CA private key operations
System configuration changes and maintenance
PKI and security system actions performed by DigiCert personnel
Security sensitive files or records read, written, deleted or destroyed
Security profile changes

OO0OO0OO0OO0OO0Oo
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5.6 Key Changeover

STN CA key pairs are retired from service at the end of their respective maximum lifetimes as
defined in this CPS. STN CA Certificates may be renewed as long as the cumulative certified
lifetime of the CA key pair does not exceed the maximum CA key pair lifetime. New CA key pairs
will be generated as necessary, for example to replace CA key pairs that are being retired, to
supplement existing, active key pairs and to support new services.

Prior to the expiration of the CA Certificate for a Superior CA, key changeover procedures are
enacted to facilitate a smooth transition for entities within the Superior CA'’s hierarchy from the old
Superior CA key pair to new CA key pair(s). DigiCert's CA key changeover process requires that:
X A Superior CA ceases to issue new Subordinate CA Certificates no later than 60 days
before the point in time (“Stop Issuance Date”) where the remaining lifetime of the
Superior CA key pair equals the approved Certificate Validity Period for the specific
type(s) of Certificates issued by Subordinate CAs inthe Superior CA’'shierarchy.
X Upon successful validation of Subordinate CA (or end-user Subscriber) Certificate
requests received after the “Stop Issuance Date,” Certificates will be signed with a new
CA key pair.

The Superior CA continues to issue CRLs signed with the original Superior CA private key until
the expiration date of the last Certificate issued using the original key pair has been reached

5.7 Compromise and Disaster Recovery

5.7.1 Incident and Compromise Handling  Procedures

Backups of the following CA information shall be kept in off-site storage and made available in the
event of a Compromise or disaster: Certificate Application data, audit data, and database records
for all Certificates issued. Back-ups of CA private keys shall be generated and maintained in
accordance with CP § 6.2.4. DigiCert maintains backups of the foregoing CA information for their
own CAs, as well as the CAs of Enterprise Customers within its Sub-domain.

5.7.2 Computing Resources, Software, and/or Data Are  Corrupted

In the event of the corruption of computing resources, software, and/or data, such an occurrence

is reported to DigiCert Security and DigiCert's incident handling procedures are enacted. Such
procedures require appropriate escalation, incident investigation, and incident response. If
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X The preservation of the CA’s archives and records for the time periods required in this
CPS,

X The continuation of Subscriber and customer support services,

X The continuation of revocation services, such as the issuance of CRLs or the
maintenance of online status checking services,

X The revocation of unexpired unrevoked Certificates of end-user Subscribers and
subordinate CAs, if necessary,

x Refunding (if necessary) Subscribers whose unexpired unrevoked Certificates are
revoked under the termination plan or provision, or alternatively, the issuance of
replacement Certificates by a successor CA,

x Disposition of the CA'’s private key and the hardware tokens containing such private key,
and

x Provisions needed for the transition of the CA’s services to a successor CA.

5.9 Data Security
For the issuance of EV SSL Certificates, EV Code Signing, and Organization-validated and

Domain-validated SSL Certificates, DigiCert conforms to the respective CA / Browser Forum
requirements for Data Security as set forth in the DigiCert CP and CPS.
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Public Key Signature

Algorithm Algorithm Class Generation

2048 bit RSA SHAL Class 1, 2, 3 PCAs G3 PCAs

Class 3 PCA G5 PCA

SHA256 Class 1, 2 and Class 3 Universal Root PCA G6 PCAs

384 hit ECC SHA384 Class 1, 2, 3* PCAs G4 PCAs

4096 bit RSA SHA384 Class 3 PCA G6 PCA

2048_256 hit DSA SHA256 Class 1, 2, 3 PCAs G7 PCAs
* There are two Class 3 G4 Roots (one branded VeriSign (legacy) and one branded Symantec).

Table 8: DigiCert Root CAs and Key Sizes

All Classes of STN PCAs and CAs, and RAs and end entity certificates use SHA-2 for digital
signature hash algorithm and certain versions of DigiCert Processing Center support the use of
SHA-256 and SHA-384 hash algorithms in end-entity Subscriber Certificates. SHA-1 may be
used to support legacy applications and use cases other than SSL and EV Code Signing
provided that such usage does not violate procedures and policies set forth by the CA/Browser
Forum and related Application Software Suppliers.

6.1.5.1 CABF Requirements for Key Sizes

EV SSL Certificates, EV Code Signing, and domain-validated and organization-validated SSL
Certificates conform to the respective CA /Browser Forum requirements as set forth in the
DigiCert CP and CPS*°.

DigiCert Root CA Certificates meet the following requirements for algorithm type and key size:

Validity period Validity period
beginning on or before 31 Dec beginning after 31 Dec 2010
2010
Digest algorithm MD5 Not Recommended, SHA-1*, SHA-
SHA-1, SHA-256, SHA-384 or SHA-

512
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| ECC curve | NIST P-256, P-384 or P-521 | NIST P-256, P-384 or P-521

Table 10 — Algorithms and key sizes for Subordinate CA Certificates

DigiCert CAs shall only issue Subscriber certificates with keys containing the following algorithm
types and key sizes.

Validity period Validity period
ending on or before 31 Dec 2013
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6.2.8 Method of Activating Private Key
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accordance with Section 10.3.2(2) in the Minimum Requirements for the Issuance and
Management of Publicly-Trusted Code Signing Certificates

Symantec Secure App Service (SAS) ensures that a Subscriber’s private key is generated,
stored, and used in a secure environment that has controls to prevent theft or misuse. SAS
enforces multi-factor authentication to access and authorize Code Signing and obtain a
representation from the Subscriber that they will securely store the tokens required for multi-factor
access. SAS systems used to host a Signing Service are not used for web browsing, run a
regularly updated antivirus solution to scan the service for possible virus infection, and comply
with the CA/Browser Forum Network Security Guidelines as a “Delegated Third Party”.

6.2.8.4 Administrators’ Private Keys ()(r)62.7 (y)-9t- TT8.3 (v)40.2 (ng S)-7 (e* 0 Td ()Tj-0.0 Tw 3.882 0 Td [()-43.1
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Certificate Issued By:

Validity Period

PCA self-signed (2048 bit RSA)

Up to 25 years

PCA self-signed (256 bit ECC)

Up to 25 years

PCA self-signed (384 bit ECC)

Up to 25 years

PCA to Offline intermediate CA

Up to 15 years

PCA to online CA
Offline intermediate CA to online CA

Up to 15 years'’
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6.5 Computer Security Controls

DigiCert performs all CA and RA functions using Trustworthy Systems that meet the requirements
of DigiCert's Certification Practices Statement.

6.5.1 Specific Computer Security Technical Requirements

DigiCert ensures that the systems maintaining CA software and data files are Trustworthy
Systems secure from unauthorized access. In addition, DigiCert limits access to production
servers to those individuals with a valid business reason for such access. General application
users do not have accounts on production servers.

DigiCert's production network is logically separated from other components. This separation
prevents network access except through defined application processes. DigiCert uses firewalls to
protect the production network from internal and external intrusion and limit the nature and source
of network activities that may access production systems.

DigiCert requires the use of passwords that have a minimum character length and a combination
of alphanumeric and special characters.

Direct access to DigiCert databases supporting DigiCert's CA Operations is limited to Trusted
Persons in DigiCert's Production Operations group having a valid business reason for such
access.

6.5.1.1 CABF Requirements for System Security

EV SSL Certificates, EV Code Signing, and domain validated and organization validated SSL
Certificates conform to the respective CA /Browser Forum requirements as set forth in the
DigiCert CP and CPS.

6.5.2 Computer Security Rating

No stipulation.

6.6 Life Cycle Technical Controls

6.6.1 System Development Controls

Applications are developed and implemented by DigiCert in accordance with DigiCert systems
development and change management standards. DigiCert also provides software to its
Enterprise Customers for performing RA and certain CA functions. Such software is developed in
accordance with DigiCert system development standards.

DigiCert developed software, when firstloaded, provides a method to verify that the software on
the system originated from DigiCert, has not been modified prior to installation, and is the version
intended for use.

6.6.2 Security Management Controls

DigiCert has mechanisms and/or policies in place to control and monitor the configuration of its
CA systems. DigiCert creates a hash of all software packages and DigiCert software updates.

This hash is used to verify the integrity of such software manually. Upon installation and daily
thereafter, DigiCert validates the integrity of its CA systems.
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6.6.3 Life Cycle Security Controls
No stipulation
6.7 Network Security Controls

DigiCert protects its communications of sensitive information through the use of encryption and
digital signatures.

6.8 Time-Stamping

Certificates, CRLs, and other revocation database entries shall contain time and date information.
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7.1.1 Version Number(s)

DigiCert Certificates are X.509 Version 3 Certificates although certain Root Certificates are
permitted to be X.509 Version 1 Certificates to support legacy systems. CA certificates shall be
X.509 Version 1 or Version 3 CA Certificates. End-user Subscriber Certificates shall be X.509
Version 3.

7.1.2 Certificate Extensions

DigiCert populates X.509 Version 3 STN Certificates with the extensions required by Section
7.1.2.1-7.1.2.8. Private extensions are permissible, but the use of private extensions is not
warranted under this CP and the applicable CPS unless specifically included by reference.

EV SSL certificate extension requirements are described in Appendix B2 to this CPS.
7.1.2.1 Key Usage

X.509 Version 3 Certificates are generally populated in accordance with RFC 5280: Internet
X.509 Public Key Infrastructure Certificate and CRL Profile, May 2008. The criticality field of the
KeyUsage extension is generally set to TRUE for CA certificates and for end entity Subscriber
certificates.

Note: The non-Repudiation bit??is not required to be set in these Certificates because the PKI
industry has not yet reached a consensus as to what the non-Repudiation bit means. Until such a
consensus emerges, the non-Repudiation bit might not be meaningful for potential Relying
Parties. Moreover, the most commonly used applications do not always respect the non-
Repudiation bit. Therefore, setting the bit might not help Relying Parties make a trust decision.
Consequently, this CPS does not require that the non-Repudiation bit be set. It may be set in the
case of dual key pair signature Certificates issued through Managed PKI Key Manager, or as
otherwise requested. Any dispute relating to non-repudiation arising from the use of a digital
certificate is a matter solely between the Subscriber and the Relying Party(s). DigiCert shall incur
no liability in relation thereto.

7.1.2.2 Certificate Policies Extension

The CertificatePolicies extension of X.509 Version 3 Certificates are populated with the object
identifier for the STN CP in accordance with CP Section 7.1.6 and with policy qualifiers set forth
in CP Section 7.1.8. The criticality field of this extension shall be set to FALSE.

7.1.2.2.1 CABF Requirement for Certificate Policies Extension

EV SSL Certificates, EV Code Signing, and domain-validated and organization-validated SSL
Certificates conform to the respective CA / Browser Forum requirements as set forth in the
DigiCert CP and CPS.

7.1.2.3 Subject Alternative Names

The subjectAltName extension of X.509 Version 3 Certificates are populated in accordance with
RFC 5280 with the exception of those issued under Public Lite accounts which may optionally

22 The non-
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exclude the email address in SubjectAltName. The criticality field of this extension shall be set to
FALSE.

For all web server certificates, the SubjectAltName extension is populated with the authenticated
value in the Common Name field of the subject DN (domain name or public iPAddress). The
SubjectAltName extension may contain additional authenticated domain names or public
iPAddresses. For internationalized domain names, the Common Name will be represented as a
Unicode encoded U-label value designed for human comprehension and that Common Name will
be represented in the Subject Alternative Name extension as a puny-coded A-label value
designed for automated comprehension. These different encodings of the same name are treated
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set to FALSE. URLs comply with Mozilla requirements to exclude the LDAP protocol, and may
appear multiple times within a cRLDistributionPoints extension.

7.1.2.7 Authority Key
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7.1.5 Name Constraints

No stipulation

7.1.6 Certificate Policy Object Identifier

Where the Certificate Policies extension is used, Certificates contain the object identifier for the
Certificate Policy corresponding to the appropriate Class of Certificate as set forth in the STN CP
Section 1.2. For legacy Cert